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Task background:

The emergence of decentralized technologies and development of Bitcoin changed the
concept of digital currency and possibility of a distributed immutable ledger. The blockchain
technology is now not only used in finance but also is popular in other industries and sector
areas. IOTA is a similar decentralized technology designed to solve issues related to scalabiliy
in Blockchain technology. Internet of Things (loT) is one of the area where blockchain
technology and IOTA can be used.

loT devices have grown exponentially during the last few years which is raising concerns about
its visibility over the internet and privacy. In recent years, Blockchain (BC) technology and IOTA
have improved significantly and can be seen as a solution as it is a “secure by design” system.
BC can also offer functionality such as smart contracts which can be seen as programmable
logic, and which can be utilized for creating logic for access control, confidentiality, and
authentication.

Task description:

In this thesis, a review of the use of decentralized technology in logging loT data will be
presented. loT data can be operational data from machinaries which can be used by service
providers for system maintenance or by government entities for compliance. The aim of this
thesis is to develop a decentralized architecture for loT domain, where data is read from an
loT device and stored securely in a decentralized ledger technology. Smart contracts are
programmable applications stored in the blockchain, that can manage interaction under
certain terms and conditions. The blockchains like Ethereum use flexible smart contract
scripting languages. The smart scripting language Solidity will be used to write smart contracts
for Ethereum. The use of IOTA— a dedicated loT tangle, for similar functionality will be studied.
A traditional database will be developed as a backup system. A discussion about the
limitations and challenges encountered in the decentralized technolgogy integration for loT
domain will be made and possible improvement directions will be proposed.
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As a general rule, the student is entitled to 15-20 hours of supervision. This includes
necessary time for the supervisor to prepare for supervision meetings (reading material to
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