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Summary:

The aim of this master's thesis was the continuation of the analysis and proof of concept
of an application named (Application Packaging Machine) conducted in the fall of 2021
of a predictive maintenance application for packaging machines manufactured by
Goodtech As in Moss, where the application was analyzed and proof of concept
conducted. The application aims to monitor and detect early signs of wear and tear of the
cylinders based on the life expectancy provided by the supplier and to perform regular
maintenance on the servo motors based on the running hours recorded by the frequency
drivers for the packaging machines.

Further application analysis is performed, including storage of data in the Microsoft Azure
database for MySQL Server and security analysis on Azure. Following the analysis, the
application was designed and implemented using Node-RED to collect and store data both
locally and in the cloud. Grafana has been used to create dashboards that display data from
the air cylinder, the VFDs, and the air pressure sensors. Additionally, alerts with email
notifications are integrated into the dashboard for packaging machine data. The
application was tested on the Test Celle machine located in the Moss manufacturing hall.
Based on the application requirements, monitoring data from the Test Celle and storing
them in the cloud was expected.

In addition, a suggestion for how Machine Learning could be applied in a predictive
maintenance application for packaging machines is included.

The University of South-Eastern Norway takes no responsibility for the results and
conclusions in this student report.
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It is the goal of this master's thesis to develop a predictive maintenance application for
packaging machines manufactured by Goodtech As in Moss. The application monitors the air
cylinder lifespan provided by the supplier, the level of compressed air pressure, and the
frequency driver's operating hours to ensure timely maintenance of the servo motors in the
machine.

Furthermore, a suggestion is made on how machine learning could be used in a predictive
maintenance application for packaging machines.
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Introduction

1 Introduction

The purpose of this chapter is to provide background information regarding the problem
description for the master’s thesis can be seen in Appendix A. An overview of the preliminary
project completed in the fall of 2021 is included in this problem description. Additionally, the
report’s objectives and structure are presented.

1.1 Background

Industrial Internet of Things (IloT), digitalization, and Industry 4.0 have attracted worldwide
attention in recent years. Some organizations and manufacturing industries are already utilizing
advanced networking, Machine Learning (ML), data analytics, robotics, 3D printing, and other
technology to enhance their daily process and reduce dependence on human labor and decision
making. Goodtech AS is focusing on the advantages of these technologies to meet the needs of
their customers. In Moss’s department, Goodtech AS builds machines and lines for handling
packaging in the food and pharmaceutical industries [1]. These packaging machines include,
among other components, different types of pneumatic air cylinders and Variable-Frequency
Drivers (VFDs) that drive servo motors. The pneumatic air cylinders have an operational life
span like any other components. After it has been in operating for a number of strokes or a
curtain distance of strokes in km, it needs to be replaced. The servo motors also need regular
maintenance, such as lubrication, depending on how long they have been in operation. The
maintenance of the packaging machines is strategized, created, and followed by the customer’s
service departments within a packaging machines owner. Today, the pneumatic air cylinders
are in operation until their operating life service is up. When one or several cylinders reach
their life service, a part of the machine or entire packaging machine may shut down. And then,
if spare air cylinders are not available, it might take longer to restore the machine.

As is described in the project task description in Appendix A, the proposed application
monitors the air cylinder’s life service based on the cylinder supplier's approximate service life
value and will notify the operators in advance before it is time to replace the air cylinders. By
monitoring the operation time (running hours) from the VFDs, the maintenance of the servo
motors can be controlled and better planned. Thus the unplaned shutdowns of packaging
machines are being reduced. Furthermore, by implementing this application, by continuously
monitoring the packaging machines, the maintenance of the air cylinders goes from regular
inception to continuous monitoring.

Goodtech has delivered many packaging machine solutions to the food industry in Scandinavia
for many years. There is a high demand for packaging machines on the market today, which is
why Goodtech is interested in investing more in this area. As a service product to Goodtech’s
packaging machines, this application will make them more attractive, more accessible to sell,
and provide Goodtech with a competitive advantage over its competitors. Other companies like
Tronrud Engineering and Pito Pallpack also deliver packaging machine solutions in Norway.
Still, they do not have an application for monitoring the packaging machines for protective
maintenance purposes.

The application's analysis and proof of concept (PoC) were carried out as a preliminary project
in 2021. This master’s thesis will be a continuation of this project, including some more
analysis, design, implementation, and testing of the application.
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1.2 Summary of Preliminary Project

In the fall of 2021, the FM4017 Project course was used as a preliminary project for this
master’s thesis [2]. In the preliminary project, an analysis of the application, including the
collection of requirements, was carried out. Based on the analysis results, a PoC was developed
to ensure that the application would be feasible. This was accomplished by creating an
application that generated numerical values to simulate the air cylinder’s distance of strokes
and running hours from the VFDs operating in the packing machines. A simple dashboard was
created using a visualization tool to display the simulated data in the form of a chart and
numerically. As part of the PoC, alerts were configured and tested for the simulated data. The
result of the PoC was as expected and successful.

A review and analysis of four literature reviews on cloud computing security were conducted.
NIST and IEC 62443 have been evaluated on the subject of data security. Different security
methods are discussed that can be implemented in the application to secure data and the
application. A brief definition of ML and a discussion of how it can be applied to the application
to predict the maintenance of packaging machines were also presented.

1.3 Objective

This master’s thesis is a continuation of a preliminary project completed in the autumn of 2021,
in which the application was analyzed, and a PoC was established. This master’s thesis aims to
expand upon the analysis and complete the application with further necessary analysis, design
and implementation, testing, and deployment phases. The subtasks for the master’s thesis are
set out in Appendix A of the task description.

1.4 Report Structure

Chapter 1 — Introduction Background, the objective of the master’s thesis, and the report
structure is presented.

Chapter 2 — System Description This chapter presents the description of components for
developing the application. Also, the brief description of packaging machines and air cylinders.

Chapter 3 — Methods This chapter includes an overview of the software development process
and a description of the process model that Goodtech AS has followed. ML methods and
algorithms for predictive maintenance within this application are described.

Chapter 4 — Analysis and Design This chapter presents a brief summary of the prior analysis
done and further analysis during this master’s thesis. The design phase of the application is
also presented.

Chapter 5 — Results and Testing This chapter presents the results based on the
implementation and testing of the application.

Chapter 6 — Discussion

Chapter 7 — Conclusion



System Description

2 System Description

This chapter presents the system description for the Application Packaging Machine (PM) by
first describing the existing system with its building blocks which contain a data collector
system with its software components, a local database, and a data visualization tool for
presenting data. This chapter presents a brief description of the packaging machines and a
description of pneumatic air cylinders and how they function. Finally, an introduction to the
'Application Packaging Machine as an extension to the existing system is described and
presented with a system sketch.

Figure 2.1 illustrates the system sketch of the existing system collecting data from the air
cylinders and VFDs via PLC operating on the packaging machine and any other sensor that is
connected directly to the Data Collector system. The collected data are then stored within the
local database and visualized and monitored using a Data Visualization tool. This application
aims to monitor the air cylinder’s distance of strokes status based on the cylinder supplier's
estimated service life distance of strokes and notify the operator in advance when the distance
of strokes is close to the provided distance of strokes from the supplier. In addition, by
monitoring the operating time (running hours) from the VFDs, maintenance of the servo motors
can be coordinated and better planned.

Data Visualization

Local
Database

Data Collector

PLC
(Siemens)

Machine

Air VFDs
Cylinders

Packaging

Figure 2.1: System sketch of the existing system [2].

! Application Packaging Machine is the name of the application developed in this master's thesis. This report
uses the word sentence (the or this application), which refers to Application Packaging Machine.



System Description
2.1 Packaging Machine

The Moss Department of Goodtech As manufactures packaging machines for the
pharmaceutical and food industries[1]. These packaging machines, among other components,
include air cylinders and servo motors driven by VFDs which are controlled by a Siemens PLC
of type Simatic S7-1500. The department builds a variety of types of packaging machines, such
as the FlexPacker, FlexWrapper, and Wraparound. In this report, the functionality and area of
use of a Wraparound (WA) packaging machine will be briefly described as the use and
functionality of air cylinders on such machines.

The manufacturing hall in Moss has delivered many WA machines to companies in the food
industry, including Orka Foods Norge and Insola. With Orka Foods Norge, packaging
machines are used to pack and handle liver pate cans [3]. With Insula, packaging machines are
used for the handling and packaging of fish cakes. Pharmaceutical manufacturers also use WA
Machines for handling and packaging medicines. Figure 2.2 shows an example of a WA
machine - a small machine with a limited amount of production space [4]. It is used to wrap
around the packing in sizes up to 300 x 400 mm at a speed of 10 to 12 boxes per minute.

Figure 2.2: Wraparound (WA) Packaging Machine [2].

The WA machine is constructed using stainless steel, which is able to handle hard environments
and is resistant to corrosion. Different types of pneumatic air cylinders and servo motors are
used within the WA machine during its operation. A PLC controls the machine, and central
compressed air is used to supply air to the cylinders. The WA machine contains different
components that use air cylinders and servo motors during their specific performance on the
machine. The main components include two KUKA robots, Tracker, the Turning Station, the
Cardboard Magazine, and the Sheet Picker, as illustrated in Figure 2.3. The two robots are
equipped with interchangeable tools that use two air cylinders to adapt to various package
formats such as F-packs [3]. The tracker, also shown in Figure 2.3 (d), consists of a belt
conveyor with an approx. take-over point one meter beyond the long edge of the packaging
machine driven by a servo motor.

10
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d) The tracker e) The cardboard magazine

Figure 2.3: WA machine components. a) KUKA Robots. b) The sheet picker. ¢) The turning station. d) The
cardboard magazine. ¢) The tracker [4].

As seen in Figure 2.3 (e), the cardboard magazine is another machine component that consists
of two parallel conveyor belts driven by an air cylinder and guides the cardboard to the retrieve
position for sheet pickers. The machine’s sheet picker operation is controlled and driven by
servo motors. At the outlet of the machine, there is the turning station component, as illustrated
in Figure 2.3 (c), that turns the cardboard to 90 or 180 degrees using the air cylinders before
stacking them on the pallet to be ready for delivery. The packaging machine can operate
automatically and manually from the Human Machine Interface (HMI) mounted on the control
cabinet door attached to the machine. An industrial signal tower stack security lamp light is
mounted on the side of the machine, as shown in Figure 2.2. This lamp provides a warning,
status, and alarm signals generated by the PLC if something is wrong with the machine during
the operation.

2.2 Pneumatic Air Cylinder

Packaging machines involve several types of pneumatic air cylinders, each used for a specific
task during packaging, such as cylinders with the piston rod (double-acting cylinders) and
rodless cylinders [2]. Depending on the manufacturers, they are offered in various shapes and
sizes where they are designed to be used for different purposes. Goodtech uses air cylinders
from Festo, and an example of a cylinder with the piston rod type and piston rod double-acting
cylinder can be seen in Figure 2.4. Like any mechanical component, air cylinders have
operation life expediency that is based on either the number of strokes or the distance of strokes
in km.

11
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Rodless cylinder (a) Double-acting cylinder (b)

Figure 2.4: (a) Rodless cylinder from Festo. (b) double-acting cylinder from Festo [2].

However, service life can be shorter than specified by the supplier due to factors such as
improper mounting style, overloading of cylinders with pressure, load, and energy, insufficient
cleaning of cylinders from dust or splashed water or other fluids, and the environment in which
the cylinder will be used, such as conditions of extreme temperature. If the factors outlined
above are taken into account, it is possible to prolong the operation life expectancy of cylinders.

The pneumatic air cylinder is a linear actuator powered by compressed air to supply force on a
load. Figure 2.5 illustrates the system sketch installation and signal process flow diagram from
a double-acting cylinder to the PLC on a packaging machine. The cylinder is supplied air
through an air pressure sensor and to the pneumatic value for controlling the air supply to the
cylinder. As the name says, the cylinder acts in two ways by getting supplied air through inlet
airflow sockets on each side of the cylinder.

Controlling
Signal

Air supply | Central Air
pressure Valve PLC
Sensor

Compressed Air

Proximity

Switch Piston Rod
NO
Proximity
Time differences Switches
(Alarm signal) SN

0 Vdc (Low)

24 Vdc (High)/
0 Vdc (Low)

Figure 2.5: System sketch for signal process of piston rod double acting cylinder,
proximity switches and PLC.

At the bottom of the cylinder, two proximity switches are mounted. The switches contain a
magnet that triggers a normally open (NO) contact set when it comes into contact with the

12
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magnet mounted on the bottom of the piston rod and sends a 24 Vdc (high) signal to the PLC,
indicating cylinder stroke has been enabled. As the piston rod moves away from the switch
magnet, the contact set is opened, and then the PLC is signaled with a 0Vdc (low) signal. This
process is repeated for the switch at the opposite end of the piston rod. Within the PLC
programming blocks, there is a function block for each cylinder that counts the number of
strokes and calculates the distance of the cylinder's operation. The PLC counts one cylinder
stroke when it receives a high signal from switch (1) and a low signal from switch (2).
Similarly, when switch (1) is low and switch (2) is high, it will read another stroke from the
cylinder. The total operating distance of an air cylinder with a stroke length of 200 mm is
calculated by multiplying the stroke length with the number of strokes of the cylinder.

The time difference between the switches, or, in other words, the time the piston rod takes to
move from switch (1) to switch (2), is used to indicate an alarm. The normal time for the
cylinder stroke is known, and if the piston rod uses a longer time during the stroke, then the
PLC generates an alarm. Typically, this occurs when either something blocks the cylinder or
the result of wear and tears on the cylinder.

13
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2.3 Data Collector

The data collector shown in Figure 2.1 is the heart of the application. It should collect data
from the PLC and other sensors that could directly be connected to the data collector. In
addition, it should store the collected data within the local database and present data in a data
visualization tool. Based on the requirements for this application, it was decided during the
analysis for the application carried out in the project fall of 2021 that WizX, illustrated in
Error! Reference source not found., will be used as a data collector system [2]. WizX is an
Industrial Internet of things (IloT) Gateway developed by Goodtech in response to the needs
of existing customers. It is designed to measure different types of sensors and read data from
PLCs. See Appendix B for more detailed specifications. WizX uses open-source software to
build its software platform (WizX Core). In the last few years, different industrial solutions
have been developed using WizX, such as automatic collection and reporting of critical data
for Glasopor's products' quality [5].

2.3.1 WizX Software Components

WizX Core software is comprised of several components. This section aims to provide an
overview and description of the WizX Core software components.

2.3.1.1 Docker

Goodtech uses Docker to create and publish its WizX Core software so that it can be easily
managed and accessed by other developers within Coodtech. The Docker platform, which is a
free, open-source containerization platform, allows developers to create, publish, and manage
applications in lightweight virtualized environments, known as containers [6]. Containers
comprise one of the main components of the Docker infrastructure. It allows developers to
assemble an application, including its components, such as libraries and dependencies, into a
single package. In order to get a better understanding of Docker, Figure 2.6 illustrates the
workflow of Docker with its components [7]. When creating an application, the developer
defines the application's dependencies and requirements in a file called *Dockerfile. This
Dockerfile is used to create a Docker image [8]. Docker Image contains all of the information
necessary to run an application, and when the Docker Image is executed, the Docker Container
is created. In other words, containers are runtime instances of Docker Images. These images
can be accessed through a cloud repository called Docker Hub or Docker Registry [6]. When
the Docker Images have been built and uploaded to Docker Hub, other developers can pull
them and use them to build Docker containers. In this way, other developers will always have
the latest version of Docker images where they can pull and create a container. Thus, Goodtech
has chosen the Docker platform for running WizX Core, which has better version control of its
software. When it comes to security, since all the containers are isolated from each other, this
makes it secure in case there is a cyberattack on the

2 Dockerfile — describes the steps necessery to create a Docker Image.
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Docker is characterized by many advantages, including speed, portability, and scalability [8].
In addition, because the Docker Containers are lightweight, development, testing, and
deployment of applications can be done faster.

Developer
l Other developer
— - r
-‘—~==.=r | I Upload Image Docker Hub pull Image
Docker File Docker Irﬂage

|

E-

Docker Container

Docker Container

Figure 2.6: Docker componets and workflow [7].

WizX Core components consist of seven separated and isolated container-based images; Node-
RED, Grafana, OPC UA Server, MQTT Broker (Mosquitto), TimescaleDB, Portainer
Templates, and Portainer. These images are stored in the Docker Hub to be accessible to other
users. MQTT and OPC UA are used as communication protocols between those containers.
Docker doesn’t have any Graphical User Interface (GUI), which may be considered a
disadvantage of using Doker as a software development platform. Thus, to visualize and
facilitate the management of images and containers within the WizX Core, an open-source
management user interface (UI) Docker called Portainer is used [9]. Figure 2.7 shows the
Portainer dashboard, which shows the number of containers, networks, volumes, stacks, and
images on the WizX core.

Dashboard O admi

Endpoint summa y Fmyaccount @logo

@ Endpoint info

Enapoint local # 4 3 4GB - Standalone 2010.8

URL /var/run/docker.sock

1 7 ® 1healthy (O 7running
& 0 unhealthy () 0 stopped
stack Containers
10 ¢ 2168 10
Q Images e Volumes

Tags

5

Networks

& Anewersion s avalatle

Figure 2.7: Portainer UI for the WizX Core [2].
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When WizX hardware is powered, these containers will start automatically and can be
monitored from the Portainer after a few minutes, depending on the network's quality. One can
start, stop, remove or add a new container from the Portainer Ul

2.3.1.2 Node-RED

WizX Core uses Node-RED as a programming tool to read data from devices in the field and
runs as an isolated Docker container under the Docker platform [2]. Node-RED is a free, open-
source logic engine developed and maintained by IBM that allows programmers of all levels
to interconnect physical I/O devices, cloud-based systems, databases, and APIs. It is built using
3Node.js, a JavaScript framework that provides a lightweight development environment and
runtime environment [10].

Node-RED is a browser-based “flow editor which enables developers to wire together flows
using the wide range of nodes within the Node-RED library. The flow editor layout has three
main areas; Node Panel, Sheets Panel, and Info and Debug Panel, as shown in Figure 2.8. The
Node Panel contains a list of nodes which is categorized into types of nodes that can be dragged
and dropped into the Sheet Panel. In the Sheet Panel, flows are created by placing nodes in the
panel and connecting them. In the Info and Debug Panel, there are tabs for “info” and “debug.”
The info tab gives users information about the node's properties when selected within the Sheet
Panel. The “debug” tab displays the message passed to the debug node and the log message
from the runtime.

- 1] Sheet Panel
Info and Debug Panel
. @ Node
Panel

Figure 2.8: Node RED flow editor layout shows the three main areas [2].

The flows are created and managed by different types of nodes, where each node serves a
specific purpose; it receives some data, does something with it, and then forwards the data to
the next node or completes processing the data. The nodes mainly fall into three different
category types; Input nodes (e.g., Inject node), Output nodes (e.g., Debug node), and Process

3 Node.js is an open source JavaScript runtime environment. The tool is built on Chrome's V8 JavaScript engine,
which parses and executes JavaScript scripts. It uses an event-driven, non-blocking I/O model, which makes it
both fast and lightweight [10].

4 The flow editor of Node-RED is accessible from any web browser. If the browser is used on the same computer
running Node-RED, the Node-RED server can be accessed by accessing the IP address 127.0.0.1 followed by port
1880, which is the Node-RED server's port number. If using a browser on another computer, you will need to use
the IP address of the computer running Node-RED followed by the 1880 port.
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nodes (e.g., Function node). For example, those three nodes are connected, creating a simple
flow shown in Figure 2.9.

Processing Nodes

Input Nodes Output Nodes

_——3: 4 function  ——

e -
timestamp ——" (0 msgipayload Lél

Figure 2.9: The three types of nodes; Input Nodes, Processing Nodes and
Output Nodes [2].

A flow can contain many nodes and subflows. Subflows are a collection of nodes that are
collapsed down into a single node that can be given a name within the workplace; for example,
Figure 2.10 shows a subflow node that generates random numbers. They are used to reduce
some visual complexity of the flow to package up a group of nodes as reusable flow used in
multiple spaces both in the same or another flow [11].

timestamp

Generating Random Numbers

Figure 2.10: An example of created subflow
node in Node-RED

When Node-RED is installed, it has several built-in libraries with nodes, but one can also install
third-party library nodes. As part of WizX Core, various libraries are included as well as
Goodtech-developed libraries that manage, configure, and store data from the devices in the
local database. Figure 2.11 shows the Goodtech library module with its node in the Node Panel.
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Figure 2.11: Goodtech developed library node.

Another advantage of using Node-RED is that it is also integrated with a dashboard library
module consisting of a set of nodes that can quickly provide a live data dashboard instead of
implementing another software for data presentations [12]. The created Node-RED dashboard
can be presented using a Node-RED Ul interface and can be accessed via a “web browser

2.3.1.3 Local Database

WizX Core software uses a time-series database with a combination of SQL (Structured Query
Language) to store data locally. TimescaleDB is used and run separately in a Docker container.
It is an open-source relational database for time-series data. In 2018, TimescaleDB was named
the top Database Management System of the year by DB-Engines [13]. Timescale DB is an
add-on to PostgreSQL is used, which is designed to make SQL scalable for time-series data.
To execute queries and conduct database tasks, pgAdmin 4 is used. pgAdmin 4 is an open-
source GUI development platform for PostgresSQL [14].

In Figure 2.12, the Entity-Relationship (ER) diagram illustrates the relationship between the
three tables, with a primary key and a foreign key for each. The three tables within this local
database are taghistory data, taghistory datatype, and taghistory te. The taghistory data table
contains all data values. In the table taghistory datatype, a numerical value is assigned to each
type of data. The taghistory te contains data that has an OPC ID, tag names, and history
enabled. History enabled is a configuration option for data (metrics) of a device, e.g., a sensor
to be presented in a dashboard developed by a visualization tool.

The taghistory data table stores historical data for only one week. This is accomplished by
creating a policy for data retention that is older than one week. The SQL syntax can be found
in Appendix C. After one week, new data overwrite the stored data.

The SQL syntax used to create a hypertable for the taghistory data table and column t_stamp
to make storing and querying time-series data more efficient and efficient can be found in
Appendix C.

3> Node-RED UI can be acssed via web browser using the URL that is based on the Node-RED httpRoot pash
with/ui added.
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Figure 2.12: ER diagrm of WizX Core local database using pgAdmin 4 Showing the taghistory datatypes,
taghistory_te and taghistory_data [2].
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2.3.1.4 Communication protocols and OPC UA

WizX Core supports different sensor interfaces such as 12C, One Wire, SPI, 4-20mA, 0-10V,
and Wifi, and communication protocols such as MQTT, OPC UA, ProfiNet, Ethernet, 4G,
Bluetooth Low Energy are used. Communication between the Docker Container, MQTT, and
OPC UA is used as communication protocols. In this master’s thises report, the focus will be
on the MQTT protocol and OPC UA that is used to transmit data within the WizX Core. The
MQTT and OPC UA are used within the OSI model for handling layer 7, which is the
application layer [15].

MQTT

Message Queueing Telemetry Transport (MQTT) is a communication protocol that is very
much used in Industrial IoT nowadays [2]. It can be implemented in many programming
environments and different platforms such as Windows, Mac OS, and Linux. Because it is a
Slightweight protocol, it requires minimal resources, so it is also used on small microcontrollers
and Raspberry Pi [16]. In the MQTT architecture, there are MQTT Clients and an MQTT
Broker. The purpose is to publish/subscribe to data (send/read) between MQTT Clients
throughout the MQTT Broker over a network. Figure 2.13 illustrates an example architecture
of an MQTT communication protocol with three MQTT Clients; PLC 1, HMI, PLC 2, and an
MQTT Broker. PLC 1, as a client, sends temperature data assigned with a specific topic to the
MQTT Broker. The broker then publishes the temperature data to the HMI and PLC 2 clients
that are subscribers, subscribing to the broker with the same topics.

MQTT Client
_~  HMI
yC
" Wn\'\s‘"' 7‘“///
MQTT Client B e :
— =™ “Subscriber”
‘emperature Send to topic: temperature .
Sensor PLC 1 n seEnI;: zor:‘cE ur MQTT Broker 'S?b\ MQTT Client
et~
= o
“Publisher” T temp ~

Ature

e | PLC2

“Subscriber”

Figure 2.13: MQTT Architecture example.

WizX Core uses the MQTT Sparkplug B Specification protocol and the Mosquitto as an MQTT
broker [17]. Mosquitto is a free and open-source MQTT messaging service and supports the
Sparkplug B Specification protocol [18]. The Mosquitto MQTT (Server) runs in a separated
Docker container and is connected to the Node-RED Container using a library module called
node-red-contrib-sparkplug that provides the connection to the Moquitto broker server [19].

¢ MQTT is considered a lightweight protocol because its messages are relatively small in code size. Every
message contains four components: a fixed header containing two bytes, an optional variable header, a message
payload containing 256 megabytes (MB), and a quality of service level [16].
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OPC UA

Open Platform Communication Unified Architecture (OPC UA) is a machine-to-machine or
computer application-to-machines communication protocol for industrial automation
developed by the OPC Foundation, which is the next generation of OPC technology [20]. OPC
UA communication architecture is comprised of OPC UA Clients and OPC UA Server
components [21]. In contrast to the classic OPC DA, OPC UA provides more open
communication channels, better security, and a more comprehensive information model.
Within WizX Core, the OPC UA communication protocol is used and integrated into Node-
RED by installing the Node-RED library module node-red-contrib-opcua [22]. Both the UPC
UA Clients and Server are implemented in the Node-RED flows. The OPC UA Clients are used
to read/write/subscribe/browse the OPC UA Server. The OPC UA Server runs as an isolated
Docker Container within WizX Core and is integrated with the MQTT-Sparkplug interface that
can work as MQTT Client and subscribe to the collected data in the MQTT Broker (Mosquitto).

2.3.1.5 Data Visualization Tool

For data visualization, WizX Core uses Grafana and runs as a separated Docker Container [23].
Grafana is an open-source query and visualization tool that runs in a web browser and can be
accessed on a mobile device. Grafana allows developers to query external data sources through
its query tool. Data source plugins must be installed and configured for Grafana to retrieve and
convert data from a data source and visualize it in the panels[24]. Within the WizX Core
Grafana container, the PostgreSQL data source plugin is installed and used. Once data are
retrieved, they can be visualized and presented within different panels. Grafana offers various
panels, including the graph/time-series panel, stats panel, gauge panel, and table panel. Each
panel includes a query editor for querying metrics from data sources.

In addition to monitoring metrics, Grafana also allows users to create alerts that send out
notifications, such as emails, when metric thresholds are crossed. With the latest version of
Grafana, alerts can only be configured within the graph or time-series panel. Users can create
alerts based on different conditions for the retrieved metrics. Once the retrieved metrics match
the altering rules, an alert is displayed on the panel, and a notification is automatically sent
[23].

Figure 2.14 illustrates an example of WizX Core model architecture in which the WizX
(hardware) is a collector for collecting metrics from both a PLC and a sensor. When the metrics
are stored in TimescaleDB, they can then be queried using SQL within the PostgreSQL data
source plugin. PostgreSQL data source plugins format data and present them in the panel
presented in a dashboard. The created alert rules are executed in the graph or time-series panel
if readings from the sensor or PLC go above a certain threshold. An alert is then visualized on
the panel, and an email notification is sent.

21



System Description

Notification

WizX Core Query & Visualization @
(Grafana) A
Collector Data Source 3

(TimescaleDB) i Dashboard s

- ) panel 1
Semsor > U _ ! Data source _ i 3
SQlL queries i R Formatting data | H
hardware — * U <7: Plugin " D|:||:||:| e o

el =5 U 1 (PostgresQl)
i

Figure 2.14: A example of WizX Core artitecture viwing metrics from a PLC and a
Sensor in graph/time-series panel within a dashbord using Grafana.

2.3.2 WizX Core Structure and Data Flow

The default WizX Core contains three Node-RED flows; In Data, (admin) wizxcore, and Out
Data. MQTT protocol is used for exchanging messages between the OPC UA Server as MQTT
client and MQTT Broker (Mosquitto). The block diagram in Figure 2.15 illustrates data
transmission from two devices (PLC and sensor) to the visualization tool (Grafana). The
diagram shows that a specific device node for the PLC and sensor from the Node-RED library
is used for reading data and configuring them with the device id (tag name) and data type. The
device data are then prepared and formatted to an MQTT Sparkplug B object and collected into
a single MQTT Sparkplug B Device/Node definition using a sub-flow, which becomes one
MQTT Sparkplug Node that contains two devices. Form the this MQTT Sparkplug Node,
metrics (tag name, value, and data type) and timestamp from the devices are sent to the MQTT
Broker (Mosquitto). The collected data are then subscribed by the OPC UA Server that is
integrated with the SMQTT Sparkplug interface. The broker publishes all the data that the OPC
UA Server is subscribed to. In this way, all the device metrics that are collected in the broker
will also be presented in the OPC UA Server. Within the OPC UA server, live data from the
devices can be monitored using UaExpert software as OPC Client. From the (admin) wizxcore
flow, the OPC UA Client scans the OPC UA Server using the browse function for device
metrics automatically or manually once a new device has added or changed its data type or tag
name. The wizxCore Config updater node gets an array of inputs from the OPC UA browser
and updates the taghistory te table within TimescaleDB. The updates may consist of new
metrics, changed data types for metrics, when metrics get deleted from the UA server, or history
enabled has changed. After updating the database, the next step is to inform the Historian part
of the flow to subscribe to updated metrics in the database. This is done in parallel using the

7 (admin) wizxcore is the name of the Node-RED flow.

8 The OPC UA Server is used within WizX Core is integrated with MQTT Sparkplug interface which has the
ability to subscribe to the MQTT Broker as client.
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Figure 2.15: WizX Core structure and data flow diagram.

Goodtech developed WizxCore-Subscriber nodes connected to OPC UA Clients 1 and 2. The
WizxCore-Subscriber node queries the taghistory te table and then first sends a message to the
OPC UA Client 1 in the Out Data flow to delete all metrics that it has subscribed to before,
waits for three seconds, and sends a new command to subscribe to all metrics on the OPC UA
Server. The data are then prepared/formatted/filtered before sending them to the customer
delivery interface block, e.g., a cloud-based database. At the same time, another WizxCore-
Subscriber node checks the database table for which device metrics are history enabled,
meaning data will be presented in the Visualization tool (Grafana). When it gets those metrics
that are history enabled, it sends a message to OPC UA Client 2 to delete all the metrics, wait
for three seconds, and then it sends a new message to subscribe to all history enabled metrics
on the OPC UA Server. The client then sends those metrics to the WizxCore-Inserter node,
injecting them into the table taghistory data within the local database TimescaleDB. The data
visualization tool (Grafana) queries both tables with metrics and timestamps using SQL syntax
and displays them in the dashboard using different, e.g., a graph panel.

2.3.3 WizX Core Components

As described in the 2.3.1.1 subsection, WizX Core is comprised of seven isolated Docker
Containers [2]. These containers represent individual software components within the WizX
Core. An overview of all WizX Core components can be found in Figure 2.16. When WizX
(hardware) powers up, all the containers will start up and run after 2-3 minutes. As illustrated
in the Figure 2.16 diagram, the Node-RED container handles the device integration and sends
data devices from the PLC and sensors with a namespace topic to the MQTT Broker container
(Mosquitto). OPC UA Server container subscribes to the same topic. Node-RED flow (admin)
wizxcore from the Node-RED container browses the OPC UA Server for device metrics and
updates the local time-series database TimescaleDB container using the OPC UA Client. At
the same time, the data from the updated database is sent to Out Data flow, where it is being
prepared and can be sent to the customer.
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Figure 2.16: An overview of WizX Core components [2].

Portainer container and Portainer template container are components used in the system helping
tool. GitHub is used for version control of WizX applications, where each application has its
own repository with all files, and their version histories are saved.

Since WizX is a container-based platform, each container can be operated independently,
allowing applications to be more flexible and function as a distributed system.

As seen in the Figure 2.16 diagram, pgAdmin 4 is used to manage the database and monitor
the data flow within the local database. Also, UaExpert software as OPC UA Client is used to
monitor live data from OPC UA Server. These tools can be useful when troubleshooting and
testing the system.

2.4 Introduction to Application Packaging Machine

The Application PM will be an extension of the WizX Core software, which aims to monitor
one or several packaging machines by collecting the distance of the cylinder stroke from the
air cylinders, VFDs running hours via the PLC, and data from any other sensors. Figure
2.17 shows the system sketch for the application. It is an extension of the system sketch
presented in Figure 2.1 and will be implemented in this master's thesis. The collected data
should be presented in the dashboard by using the Grafana visualization tool. The dashboards
will be integrated with alerts and email notifications, whereby the approximate life expectancy
distance of the air cylinders provided by the supplier will be used as the threshold value within

24



System Description

the alert rule condition for each cylinder. When the collected stroke distance from a cylinder is
near its operating life expectancy, the operator is notified by an alert on the dashboard and
receives an email notification. The running hours of the VFDs will be monitored, including
email notifications when the servo motors are approaching operating hours that require
maintenance. In addition, the application should be flexible and able to gather data from any
other sensors that may be added to the system.

Machine Learning
. Models
d-based
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= Database
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WizX hardware f
: Application Packaging Machine (Raspberry Pi 4)
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Figure 2.17: Application Packaging Machine system sketch.

The collected data will be stored in the cloud-based database, which can be used as historical
data in developing ML models that can predict the wear and tear of the air cylinders on the
packaging machine. The implementation of ML is not emphasized in this master’s thesis;
rather, a proposal on how ML can be used to predict the maintenance of packing machines in
order to ensure maximum operating efficiency is provided.

The Application PM will be offered to customers as a service in conjunction with the packaging
machines and will be controlled and operated by Goodtech AS in the Moss department.
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3 Methods

This chapter describes the working methods used for the master’s thesis. In general, software
development processes are defined along with what kind of software process model Goodtech
follows and how this model compares to the Unified Process Model. ML and its methods and
algorithms are described briefly as to how they can be used within the Application PM for the
predictive maintenance of packaging machines.

3.1 Software Development Process
Software Development Lifecycle (SDLC)

A software process is a set of related activities that leads to software production. These
activities may involve the development of new software or a modification of existing software.
Developing any software will have a lifecycle that includes phases during the development.
The phases may consist of planning, Requirements Analysis, Design, Implementation, Testing,
Deployment, and Maintenance, as illustrated in Figure 3.1 [25].

During the planning phase, developers gather to discuss upcoming projects [26]. The project
schedule is an imperative step in the planning phase. The requirements are collected using the
project description, emails, and meetings with the customer in the requirements and analysis
phases. For collecting requirements, different methods are used. One of them is the FURPS+
model, an acronym for Functionality, Usability, Reliability, Performance, and Supportability
[27]. The collected requirements are then analyzed to describe how the system should work.
Before the next step is taken, the development team could outline the whole system process
and discuss whether the system will meet the user requirements or not. If it does, then the
design phase of the software based on the collected and analyzed requirements will be carried

out.
Deployment and Planning
Maintenance
//7 \\\

.|

\
\

Requirements
and Analysis

/

Implementation Design
E

Figure 3.1: The Software Development Lifecycle [25].
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During this phase, an outline of the entire system is created, which defines the overall system
architecture. The next phase is the implementation phase, also known as the coding phase.
Usually, the working process is divided into different modules, and the coding is performed
within each one. A testing phase follows the implementation phase, in which the code is tested
to determine whether it meets the requirements of the end-user and if it is working as intended.
There are four types of testing: functional, non-functional, structural, and change-related
testing. Each type of testing has its own objectives, advantages, and procedures that need to be
documented.

The software can be delivered/ deployed to the end-user following a successful testing phase.
To maintain the software, a team will be appointed which is capable of providing timely
updates and alerts related to them.

Common problems

When developing software, certain problems are common. The lack of proper specifications
and poor requirements will lead to poor development of the design, resulting in an incomplete
software product. Team miscommunication is another common problem. When teams fail to
communicate effectively, delays can occur, which will affect the planned schedule. For this to
be prevented, it is essential to have a well-defined approach to project management as well as
regular meetings involving all project disciplines. It may be the case that sometimes a client
presents unrealistic features in the software request that is not feasible during the review of
requirements. Thus, it is very important to understand what the client wants and analyze the
requirements thoroughly before proceeding to the next phase. An unrealistic schedule is
another issue one could encounter, where a client expects a 12-month project to be completed
in three months. Finally, testing is also likely to be inadequate if the test team does not
understand the application’s business, therefore failing to generate good test cases.

Software Development Process Models

There are several phases involved in software development. It starts with an idea, business
requirements, or a concept to build something into a software product. It is important to choose
the right model. Various models have been developed and used throughout the years, each
representing a process from a unique perspective. This is why understanding each model is
important for choosing the most suitable model for a project. Among the most commonly used
models are described briefly below:

Waterfall Model: This is a basic model of software development that is simple to understand.
The requirements must be clearly stated from the beginning. The model is suitable for small
projects [28].

Iterative Model: Adaptable to changing requirements. The development of software is
incremental. [teration is easy to manage because the entire project is broken down into smaller
project [29].

Spiral Model: It is a combination of waterfall and iterative development. Because it is a

complex model, it is suitable for large projects. Risk analysis and management are integrated
with the model. With each iteration, one analysis mitigates the risk [30].
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V-model: This model extends the Waterfall model, which includes additional testing phases
compared to the Waterfall model. Like the Waterfall model, the V-model requires complete
requirements at the start of the project. It is suitable for both small and large projects [30].

3.2 Software Development Process Model within Goodtech

Goodtech AS does not follow a specific software development process model rather, the model
they have used is project-based, consisting of a project manager and a team of developers.
Tasks within a project are delegated to different developers and are divided into iterations
where each iteration represents the whole development process; the requirements phase,
analysis & design phase, development phase, testing phase, and deployment phase. Figure 3.2
illustrates the process model, which is more and less similar to the Iterative Model. The model
begins with preparing requirements based on an idea or a system description. In the analysis
and design phase, the requirements are analyzed and designed. In the development phase,
developers begin coding based on the results of the previous phase.

Project
specification

Analysis & Design|
Phase

Requirements
Phase

Deployment
Phase

]

Release/Build

w

Figure 3.2: Software development process within Goodtech AS.

Testing
Phase

Once all the identified requirements have been developed, the next phase will be testing.
During the testing phase, the requirements are reviewed to ensure that the code that has been
developed meets the requirements. If all the testing is completed smoothly, the next step is
deployment. In this phase, certain features of the software will be released. The process then
repeats itself during each phase of the software development process until the development of
the software is completed. Like any other development process model, this model also has pros
and cons. The following are the advantages and disadvantages of this development process
model:

Advantages

e Complete requirements are not required at the beginning of the development process.
Requirements can be modified, added, and removed as one goes through the iterations.
This is a big plus compared to the Waterfall Model.

e A small portion is developed in each iteration, which is easy to develop and test.
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Disadvantages

e It’s difficult to architecture a system with incomplete requirements. It depends on the
technologies that are used. Sometimes the change or new requirements observed in the
system may not be supported by the tools selected for the development process, such
as the programming language, database, or intermediate software for communication
services.

It is decided to follow this development process that Goodtech AS has used for developing the
packaging machine application.

Compare the Goodtech model with the Unified Process Model (UP)

The Unified Process (UP) has emerged as a popular software development method for
developing object-oriented systems using four phases and nine workflows [31]. The four
phases are Inception, Elaboration, Construction, and Transition. The workflows consist of six
core flows; business modeling, requirements, analysis & design, implementation, test,
deployment, and support workflow; configuration and change management, project
management, and environment. Figure 3.3 shows the diagram of the UP process. The phases
are placed at the top, and on the left-hand side are the workflows. As illustrated in the figure,
each workflow except deployment goes through all the phases. This means, for example, in the
inception phase, one does a little bit of every workflow. Still, as you can also see, there is more
weight to the business modeling and requirements in the inception phase. In the elaboration,
construction, and transition phases, there are iterations. The UP model is mostly used for large
development projects.
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Figure 3.3: Unified Process [31].
Compare the Goodtech model with UP Model

Considering both the UP model and the Goodtech Model, both are iterative-based and allow
customization of the process in a different manner. The development of UP is based on a series
of short, fixed-length small projects. Each project's outcome might be integrated, tested, and
executed as a whole. Every small project involves its own requirements analysis, design,
implementation, and testing activities. A Goodtech model consists of multiple iterations aimed
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at continuously improving a system. It is done through the use of cyclic feedback and
adaptation as central drivers for developing a suitable system where it evolves incrementally
over time. Unlike the UP model, the Goodtech model is suitable for both small and large
projects. The UP model is too complex for small projects, even though one may argue that it
can be used for small projects. The developer must have a deep understanding of the UP model.

3.3 Machine Learning (ML)

In the prior analysis, the definition of Machine Learning (ML) was included [2]. A brief
discussion of the relationship and differences between Machine Learning, Deep Learning, and
Artificial Intelligence is presented in this subchapter. It also describes the types of ML and their
methods. Moreover, it presents a data flow that will be used for the further development of the
application with the implementation of Machine Learning models that are used based on the
historical and live data in the cloud so that it can give better advice to operators and status
regarding air cylinder maintenance on packaging machines. How should the history dataset be
preprocessed, what is the best algorithm to use, and how should it be implemented?

3.3.1 Relationship and differences between Machine Learning, Deep Learning,
and Artificial Intelligence

Nowadays, companies and developers worldwide talk about Artificial Intelligence (Al), ML,
and Deep Learning (DL). There is a common misuse of the terms Al, ML, and DL when
referring to technology. To better comprehend the significance of these acronyms, it is
necessary to understand that they are all fundamental components of 1A [32]. As illustrated in
Figure 3.4, Al is a technique that allows computers to replicate human behaviors. The subset
of Al we have is ML. ML can be defined as a subset of Al techniques that use static methods
to enable machines to improve with experience. Under ML, there is another subset which is
DL. DL is ML, which makes the computation of multilayer Neuron Networks feasible. The
difference between ML and DL is that ML requires algorithms that learn patterns in datasets
and then apply them to decision making, whereas DL can learn by processing its data and is
quite similar to the human brain, which identifies, analyzes, and makes a decision.

DEFINITIONS AND DIFFERENCES MENTALSTACK

Artificial Intelligence

Computers that can imitate human
intellect and behavior.

Machine Learning

Statistical algorithms that enable Al
implementation through data.

Deep Learning

Subset of machine learning which
follows neural networking.

Figure 3.4: Relationship and differences between AL, ML and DL [32].
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3.3.2 Machine Learning types and methods

Like humans, machine learning employs a variety of learning techniques. Three distinct types
of ML are illustrated in Figure 3.5; supervised learning, unsupervised learning, and
reinforcement learning. Supervised learning is task-oriented, unsupervised learning is data-
oriented, and reinforcement learning results from mistakes. Different algorithms have been
developed throughout the year based on each learning type.

Supervised learning includes Logistic Regression, Classification, Naive Bayes Classifiers, K-
NN (k nearest neighbors), decision Trees, and Support Vector Machine (SVM). No one method
(algorithm) can be used for all kinds of problems, but before choosing a suitable algorithm, the
developer must know the problem well and what kind of outcome one wants to achieve. In
supervised learning, the algorithms are used to deal with two types of problems: regression and
classification, as shown in Figure 3.5 [33]. Regression problems are when the output variable
is a real value, such as “dollars” or “number” or “weight,” while the classification problem is
when the output is a category, such as ‘Red’ or ‘Blue’ or ‘disease’ and ‘no disease.’

Classification Regression Clustering — Decision-making
Support Vector K:Meansiks
) pE. M) | Linear Regression [— Medoids Fuzzy C- | Q-Learning
achines (SVM) Means algorithm
Discriminant | | SVR, GPR | Hidden Markov | Relearning
Analysis models
2 K-Nearest A o A
Naive Bayes Neighbor Gaussian Mixture TD learning
K-Nearest s
Neighbor Decision Trees Neural Networks

“— Neural Networks — Neural Networks

Figure 3.5: ML types and algorithms [33].

Supervised ML helps solve real-world computation problems such as Speech Recognition,
Spam Detection, and Object-Recognition.

In unsupervised learning, the problems are less defined than in supervised learning and more
complex to solve, but the solution is more powerful if handled well.
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Unsupervised learning problems are classified into two categories of problems: clustering and
association. [34] Clustering is where the aim is to discover the inherent groupings in the
dataset, such as grouping customers by purchasing behavior.

Common algorithms for performing clustering include k-means, hierarchical clustering,
Gaussian mixture models, hidden Markov models, self-organizing maps, and fuzzy c-means
clustering.

Reinforcement ML is a behavioral machine learning model that is similar to supervised
learning, but the algorithm isn’t trained using sample data. This model learns as it goes by using
trial and error. A sequence of successful outcomes will be reinforced to develop the best
recommendation or policy for a given problem.[35] This learning model is much used in
robotics for industrial automation and data processing [35].

3.3.3 Proposal for implementing ML in Application Packaging Machine

Based on the task description of this master's thesis found in Appendix A, it should propose
how the application can be further developed by implementing ML to predict the maintenance
of packing machines to ensure maximum operating performance.

Implementing ML algorithms in packaging machines can identify and predict failures within
the air cylinders before they occur. This will reduce maintenance expenses, avoid an unplanned
shutdown and improve the efficiency of the packaging machines. For this purpose, the stored
history dataset produced by the Application PM can be used to train the ML models, which can
then be compared with real-time data from the Application PM to predict whether or not the
air cylinders need repair or be replaced. Thus, another application should be developed and
used to preprocess history data, develop the ML, and make predictions. This application can
be called Predictive Maintenance (PdM).

To develop reliable ML algorithms that can identify and pridect breakdowns in the cylinders,
more measurement data must be established in the system that gives more information about
the cylinder conditions. For this master's thesis, airflow and air pressure sensors have been
considered that can be used on packaging machines to collect information regarding the air
cylinders' condition. The airflow measures the flow rate of the air that is needed for actuating
each air cylinder, while the central air pressure sensor measures the overall air pressure that is
needed for operating the cylinders that are operating in the packaging machine. In addition, an
alarm signal from air cylinders that are triggered from proximity switches can be retrieved from
PLC that gives the status of each cylinder. With a combination of data from those sensors and
alarm signals, it is possible to develop models that can provide information regarding the
condition of the cylinders.

Various signs can be observed when there is an issue or wear on an air cylinder, such as an air
cylinder requiring more air supply and pressure to operate than it would under normal
conditions [36]. This issue can be detected by monitoring the central air pressure sensor and
airflow sensor for the cylinders. In addition, the same issue can be detected as an alarm that is
triggered by the proximity switches from the cylinders, as illustrated in the system sketch in
Figure 3.6. The figure shows the signals that can be collected and stored as history train data
in the cloud-based database. Two proximity switches are mounted on each cylinder, sending a
high or low signal to the PLC depending on whether the cylinder is in operation. As shown in
the figure, once the magnet on the cylinder piston contacts the proximity switch, the normally
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open (NO) contact closes and sends 24 Vdc, indicating a high signal to the PLC, and when the
magnet loses contact with the proximity switch, the normally open (NO) contact opens and
sends 0 Vdc indicating a low signal to the PLC. In normal operation, the piston of the cylinder
moves from proximity switch 1 to proximity switch 2. The time difference between proximity
switches is defined as actuating time in seconds for the regular operation of a cylinder.

As the value of the time difference increases, this indicates that something is blocking the
cylinder's movement or something is wrong with the cylinder, then the PLC generates an alarm.
The alarm signal can be converted to digital signals of 1 and 0, 1 indicating an alarm and 0
meaning no alarm. These values can be sent to the cloud DB through the Application PM using
WizX. In another scenario, if there is air leakage in the system, such as between the valve and
the cylinder, the pressure level on the compressor will drop at the same time the airflow value
will decrease.
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Packaging Machine
Application
Flow rate pow s i
SRIEE
e l | R

Valve
Air supply| Central Air . PLC —1
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Figure 3.6: System sketch of collecting signal from the packaging machine and store then within cloud database.

At the same time, the time difference between proximity switches will increase. This
information will, of course, not mean that there are faults in the cylinders themselves, but rather
faults in the system which can cause wear on the cylinders over time. Figure 3.7 illustrates the
proposal system sketch for implementing ML that shows the data flow within the system,
including the PAM Application and the Application PM. The air pressure sensor and PLC
containing the air cylinder, VFD, airflow sensor, and alarm signals from proximity switches
are collected into the Application PM using WizX. The collected data are stored in the local
DB using TimescaleDB and then queried and visualized in the dashboards using Grafana. At
the same time, the collected data are stored in a cloud-based DB using Microsoft Azure Server
for MySQL. The stored data in cloud DB for an air pressure sensor, airflow sensor, and alarm
data can be exported as a history dataset in a CSV file.
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Figure 3.7: System sketch of implemeting ML in packging machine that show the data flow between Packaging
Machine Application and PdM Application.

Pre-processing dataset

Any ML model must start with the pre-processing of the dataset. The dataset collected from
the Application Packaging Machine is a time-series dataset. These data are simply collected
from measurements and downsampled over time. In order to use these collected time series
data for the development of ML models, it is crucial that the time series collection span be long
enough to cover at least one life cycle of the cylinders. This includes both periods where the
cylinders are performing optimally and those when they are beginning to wear out and starts to
fail and must be replaced. Once the historical dataset is collected, they have to go through some
pre-processing steps and treatment before it can be trained within the ML models. Before doing
any pre-processing, it is important to conduct a time series analysis to understand the data by
decomposing it into a graphical trend. After understanding the dataset and gaining some insight
into it, the preprocessing step can be undertaken.

As illustrated in Figure 3.7, the history dataset is split into the normal conditions dataset, where
the air cylinders are operating at their optimal condition, and the abnormal condition dataset,
where the cylinders are not operating at their optimal condition. The aim of doing that is to
create two ML models where one can be used for predicting the normal condition of the air
cylinders and the other one for predicting abnormal conditions of the air cylinders. The operator
will then have to reconcile the two model-predicted results. Suppose the certainty of the result
of the prediction from the normal condition data is 98% or more, and the certainty of the result
of the prediction from the abnormal is 5% or less. In that case, this indicates that the cylinders
are in good shape and operate at their optimal condition.
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On the other hand, if the certainty of the results from the normal conditions is lower and the
certainty for abnormal is higher, then, in this case, the operator has to reconcile between them
and maybe raise a warning and create a user note table in the database with time period and
information about the fault on the specific cylinder. This information can be useful for defining
and splitting the abnormal conditions from the normal conditions dataset. Another way to
splitting the dataset, which is easier to obtain, is by detecting and handling outliers in the history
dataset. In statistical terms, outliers are data points that do not belong to a certain
population. Outliers may also be abnormal observations that are far from the mean [37]. In the
case of the central air pressure on the packaging machine, or flow rate for a specific air cylinder,
the value may be lower or higher than the average value, which suggests either that the air
cylinders may need to be replaced or repaired or that there could be another fault on the
packaging machine that must also be noted which the main goal of the ML models. Once all
the outliers are detected, they can be handled by storing them as an abnormal condition dataset,
and the remaining dataset becomes the normal condition dataset. The following step in pre-
processing is to filter the dataset by removing all the missing data within the dataset. There are
different techniques for removing the missing data, such as using the technique that removes
the entire row or column containing the missing data. Although this technique may not be
necessary a useful one because it also provides useful data when removing the entire row or
column. A common technique for dealing with missing data for time-series data is to take a
mean or moving average, which is taken as the mean of the values within a predefined window,
such as a one-month window. The result of this moving average is then used to fill in any gaps
in the time-series dataset [38].

The next method for dataset pre-processing is feature scaling. The collected dataset from the
air pressure sensor and airflow sensor will not be at the same scale; thus, they have to be scaled.
On the other hand, the alarm signal dataset will contain 1 and 0, where the scaling will not be
needed. There are different techniques for feature scaling, such as Standardization,
Normalization, Min-Max scaling, and Robust scaling [39]. However, the most widely used
technique is the Standardization and Normalization. The standardization technique is based on
computing the transformed values by computing the difference of each feature value from the
mean of the values of that feature and then dividing it by the standard deviation for that feature
using Equation (3.1) [40].

x — mean (x) (3.1)

X = .
transformed = ctandard deviation (x)

The normalization technique computes transformed values by dividing the minimum value of
each of the features by its different values. Then, divide the result by the difference between
the minimum and maximum value for that feature using Equation (3.2) [40].

x —min (x) (3.2)
max (x) —min (x)

Xtransformed —

Now that the history datasets have been pre-processed and separated into two datasets. The
final step is to divide the dataset into three sub-sets. A training set consists of 65%, a validation
dataset of 20%, and a test dataset of 15%. The total dataset should be divided, and only the
training dataset should be used to train the ML models.
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Tools and programming language for developing ML models

ML models can be developed in various programming languages, including Python, R,
MATLAB, C#, JavaScript, and C/C++. Python is recommended to be used as a programming
language for the PAM Application since the author of this master’s thises has used Python for
ML model development. Python is also an open-source language that is widely used in the
industry or education and has many helpful libraries for simplifying operations, such as
NumPy, Pandas Sklearn, Matplotlib, Sicikit-Learn, and Jupyter, which are available as part of
the Anaconda Distribution [41]. The Anaconda Distribution is a popular Python and R
programming distribution that simplifies package management and deployment. Anaconda
features a graphical user interface (ANACONDA.NAVIGATOR) that allows the launching of
applications, environments, and libraries.

Selecting the ML algorithm

Based on the system sketch of the proposal setup for implementing ML in the packaging
machine application, where a good amount of history dataset must be collected and trained to
develop ML models (normal condition and abnormal condition) that can be compared with the
live data that is generated from the Packaging Machine Application and predict the air cylinders
conditions based on the live data from the central air pressure, airflow and alarm signals from
the proximity switches. Thus, the supervised learning method is recommended to use within
the PAM Application. Different algorithms within the supervised learning type can be used to
solve it as a regression problem, as illustrated in Figure 3.5. K-Nearest Neighbors (KNN) is
one of the simplest algorithms that is recommended to be used. KNN uses the ‘feature
similarity’ to predict the values of any new data points [42]. This means that new data (live
data) from the air pressure, airflow sensor, and alarm signals from proximity switches are
assigned values based on how closely it resembles the points for normal conditions and
abnormal conditions in the training dataset. Suppose the new data are close to normal condition
datasets with a high percentage and close to abnormal condition datasets with a deficient
percentage. In that case, it means that the cylinder is in good condition. In the opposite case
scenario, the cylinder condition will fall into an abnormal condition. Thus, the operator must
raise a signal and inform the customer. In case of a scenario where new data falls in between
both conditions, the operator must reconcile and perhaps send a warning to the customer.

Storing ML Models

As illustrated in the system sketch in Figure 3.7, the trained models associated with date and
time should be stored within the same database for Packaging Machine Application in the
Microsoft Azure Server for MySQL DB so that an operator could retrieve the latest version
anywhere and anytime. A new table within the database must be added where it consists of the
model number as integer datatype, model description defined as characters, timestamp, and
model file as bytea data type that allows storage of Pickle file. The pickle module is a process
that implements a binary protocol for serializing and de-serializing Python object structures
[43]. After model development, it can be stored using the “pickling” process for converting the
Python objects into a byte stream and retrieving the model again using the “unpickling” process
for converting back to Python object structures. To establish the connection between the PdAM
application and the Azure MySQL Server DB, during the storing and retrieving models, Python
library mysq!.connector must be installed and used [44]. In addition, the pickle Python library
must be used for storing and retrieving the ML models.
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Running the PAM Application

The PdAM Application contains three separated applications; Pre-process Application, ML
Model Application, and Prediction Application. The Pre-process Application retrieves the
history dataset, pre-processed, and the outcome will be two separated datasets. The separate
datasets are then divided into 65% training set, 20% validation set, and 10% test set and
exported as CSV files. The ML Model Application trains the training datasets separately for
both normal and abnormal datasets. Once the training models have been developed, the models
must be evaluated against the validation datasets. As soon as the models are evaluated, the
operator will select the best model that has the least error rate and produces a high approximate
prediction. This model will then be tested with the test dataset to ensure that it continues to
perform well and matches the validation dataset results. The developed ML models are then
deployed and stored in the cloud database. The Prediction Application imports the latest stored
ML models together with live data from the cloud database and make the predictions. The
prediction result from both models can be displayed as a separate graph and numerically. When
it comes to how often these sub-applications within the PAM Application should run, the Pre-
process Application should run when the cylinders have gone through at least one life cycle.
The ML Model Application should run several times at the beginning of each new history
dataset. While the Prediction Application should run continuously when the packaging
machine is in production mode.
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4 Analysis and Design

This chapter covers the analysis and design of the application, which includes a summary of
previous analyses and further analysis of the cloud-based databases and the dashboard. In
addition, there is a need to design and analyze the security aspects that protect the data within
the database and the application, both locally and in the cloud also covered.

4.1 Analysis

The section presents a brief summary of the analysis of the application that was carried out
during the Project in the autumn of 2021 [2]. In addition, further analysis of the application that
includes the dashboard, cloud-based database, and securing data is also presented.

4.1.1 Summary of the prior analysis

An application requirements document, including collection requirements, was drafted based
on the task description for the application. [2] Using the collected requirements, a use case
diagram was created. It contains three use cases that illustrate each function of the system and
how the application will operate. Further analysis of the uses case diagram, as shown in Figure
4.1, is included in this Master's thesis with an updated description of the use cases and actors.
Actors are external components to the system that carries out a specific role by interacting with
the use cases.

- Collect data from PLC and other sensors:
The PLC reads lifespan counted data for each pneumatic air cylinder and VFDs running hour values operating on padkging machine
The data type for the air cylinder is real-type (length in KM) and VFDs is integer-type ( running hours (Hr))
It also collects data from external sensors such as temperature, pressure, etc., as a float data type.

- Store collected data from the PLC and other sensor data in the database based on Tagld, which consist of the following:

-PLC and packaging machine-d

- Given number for air cylinder, VFD, and external sensors

- Timestamp

e
i

Other sensors

Ao

Collect & Store Data

X

/ Database

Maintain Configuration

Version 03: 24.03.22

Use case diagram
Analysis of a Packaging Machine Application Monitor

Figure 4.1: Use case diagram for Application Packaging Machine [2].
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These use cases are described in more detail as follows:

Collect & Store Data: This use case is responsible for collecting data from the actor PLC and
other sensors based on sampling time represented by actor Time. The use case is also
responsible for storing data in the cloud-based database and visualizing data on the dashboard.

Handle Alerts: In this use case, alerts are created and configured by creating and configuring
rules and conditions for each air cylinder's lifespan and the VFD running hours. These roles
and conditions are configured on the dashboard. If the air cylinder lifespan is approaching its
service life or if the running hours of a VFD are about to exceed the limit for motor
maintenance, the created rules will be violated, and an alert will appear on the dashboard as
well as an email being sent to the operator.

Maintain Configuration: It is responsible for maintaining the configuration of the dashboard
and cloud-based database. On the dashboard, the configuration includes obtaining the number
of packing machines, air cylinders, VFDs, and sensors. It is also responsible for
updating/changing the alert limitations via the dashboard and resetting alerts after replacing air
cylinders or after resetting the VFD running hours after motor maintenance. Additionally, it
handles the configuration of new sensors, air cylinders, packaging machines, and VFDS. A Ul
is provided by the application that accesses the cloud-based database in order to configure the
database in the cloud. Access to the database needs to be secured by a login function with
different users. Once logged on, a user can configure the tables in the database by adding new
machines, air cylinders, VFDs, and sensors as well as updating and deleting existing ones.

Following the analysis, it was determined that the application PM would be an extension to
WizX Core with its software components. As well as a Raspberry Pi 4 with a 32 GB SD card
for collecting data from the PLC and other sensors. Raspberry Pi 4 is powered by a power
supply for converting 230VAC to 5 VDC and a wireless mesh communication module[45] for
connecting wireless sensors, as shown in the block diagram in Figure 4.2.

230VAC

Wireless
Module

Power Supply
converter

svbc Raspberry Pi 4
Inc. SD card 32 GB

Ethernet

Figure 4.2: Block diagram showing the hardware connection diagram
for the application PM.

A proof of concept was conducted and demonstrated utilizing a simulated program created with
Node-RED that simulated the air cylinder, VFD, and sensors. Grafana was used to create a
dashboard to visualize the simulated data. Literature reviews of data security in cloud-based
systems, as well as evaluations of the IEC 62443 and the NIST standards, were conducted. As
part of the security measures, several security measures were specified for the application to

39



Analysis and Design

implement. ML models were briefly discussed from the standpoint of how they can be utilized
for maintenance purposes from within the application.

4.1.2 Further analysis

In this section of the analysis phase, further analysis at the beginning of the development
process of the application, including data presentation on the dashboard and the choice of the
cloud-based database provider during this Master's thesis, was carried out. In addition, the
security aspects of the cloud-based database are also presented.

4.1.2.1 Data visualization

As stated in the prior analysis that data from air cylinders, VFDs, and other sensors are
presented in dashboards using Grafana as a visualization tool. The dashboards consist of a
graph and stats panel for presenting the trend of data in the graphs and numeric values using
stats panels. The value for air cylinders will be shown as a percentage of its live service rather
than the actual value, which is the distance of strokes in kilometers. This was a request from
the Moss department since presenting the percentage of the live service rather than the value
of the air cylinders will be more meaningful to the operators. The scaling, for instance, an air
cylinder with live service from 0-10,0000 km will be scaled to be between will 0-100 %.
Presenting values for VFDs will still be their actual values which are running hours (Hr). As
identified in previous analyses, other sensors refer to any sensor that can be directly connected
to the WizX (hardware). As part of further analysis with Moss, it was suggested that a pressure
sensor to measure the pressure of the Compressed Air tank that supplies pneumatic air cylinders
be incorporated into the packaging machine. The goal of using this sensor is to detect the
leakage from the compressor air supplier itself or within the connection between the valve
manifold and cylinders. Early detection of leaks will greatly reduce the amount of energy
consumed, CO, footprint and maintenance costs. Since an actual pressure sensor will not be
included in this master thesis, a simple program will be created within the application that
simulates a pressure sensor generating values between 0 and 100% for the volume level of the
compressed air supplier.

Instead of using row panels as presented in the proposed dashboard in the prior analysis report
[2] to create levels on the dashboard with different pages for the packaging machines, three
dashboards will be created where one is the main dashboard (Home) that includes the common
alerts information for the dashboards and list of to the other two dashboards that are linked to
the Home page as it structured in the in Figure 4.3, which shows the Home dashboard with a
list of dashboards for Packaging Machine 01 and 02. Below the list, for dashboards, common
alerts will be presented with different lists with alert information. Packaging Machine 01 will
present The °Test Celle machine, while the Packaging Machine 02 presents a simulation
packaging machine. The simulation dashboard is similar to the Test Celle dashboard and was
created only for the purpose of testing the application during the development since the authors
of the master’s thises main location is in Porsgrunn while the Test Celle is located in Moss.

% Test Celle machine is a prototype for the packaging machine that consists of a robot, two air cylinders, two
VFDs, and a PLC. 1t is located in Moss manufacturing hall and is used to test program logic during packaging
machine construction.
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Home

Dashboard page list

= Packaging Machine 01
* Packaging Machine 02

Common Alerts

Figure 4.3: Structure of application packaging machine dachboards in Grafana.

Implementing alerts with email notifications

The application requirements document specifies that email notifications and alerts from
dashboards are also required [2]. Grafana allows alerts to be created and viewed on the
dashboard. Additionally, it allows for an operator to be notified when an alert arises via the
notification email channel [46]. In order to send emails, Grafana uses an SMTP server [47]. To
accomplish this, an SMTP server must be created and set up within the Grafana server. This is
done by configuring the Grafana Docker container with information from the SMTP server
provider, including the email address, password, and an email account to authenticate with the
email service provider. A free SMTP server provided by the Elastic Email company service
provider for application PM is used. This service allows a user to create free for using SMTP
servers with limited capacity for sending emails. An illustration of how to create alerts and
email notifications using the graph panels and the data flow for displaying alert states and e-
mail notifications can be seen in Figure 4.4. Data is retrieved from the PostgreSQL database in
real-time by the graph panel.

Alert rules and alert conditions are configured on the graph panel and stored in the Rule Engine.
Email notifications are configured with an email account in the Grafana server. The last value
from the graph panel of the queried real-time data is compared to the threshold stored in the
Rule Engine. If the last value is not above the threshold for 10 seconds, the alert state will be
in the 'OK' state (green colored heart symbol). If the last value is above the threshold, the alert
state will change its state to the ‘Pending’ alert state (orange-colored heart symbol). Once the
value remains above the threshold for 20 seconds, the alerting state will change to 'Alerting'
(red-colored ‘broken heart” symbol). The process will repeat every 20 seconds, which is the
time that can be modified to a lower or higher value.
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Figure 4.4: Flow diagram shows the configuration of alerts and email notifications for the Application PM.

4.1.2.2 Cloud-based Database Modelling

As defined in the use case diagram from the Figure 4.1 Database, it is one of the actors that
interact with both Collect & Store Data and Maintain Configuration uses cases. For readers’
clarification, this database presents the cloud-based database. The goal of using a cloud-based
database system service is to store historical data from the Application PM that can be used to
analyze and develop ML models to predict the maintenance of packaging machines to ensure
maximum operating performance.

Currently, there are a variety of cloud computing and hosting providers, such as Microsoft
Azure, Amazon Web Services, and Google, that offer VMs, Web Servers, and Database
systems to customers on a monthly basis. As a Cloud Computing and Hosting platform,
Microsoft Azure is selected for this application. Microsoft Azure offers many database
solutions like cloud services, such as relational databases, NoSQL databases, and object stores.
These services are fully managed services where the customer doesn’t have to do anything with
the underlying infrastructure of these databases. They are offered with different features and
different pricing models. Thus, during the analysis for choosing the database that fits the
requirements for this application, the following features were analyzed:

Security: Encryption of data, which means the data that is stored in the database to be fully
encrypted. So that if the disk is stolen, they won't be able to access the data. The other important
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aspect of security is network isolation. This means no one can access the database unless they
are given access to it.

Backup: What kind of data backup there is, and what retention period. What is the frequency
of the backup, and how long will this data be stored in Azure before it is deleted?

Availability: Service Level Agreement (SLA), Replication, and Disaster Recovery (DR).

Within Azure, there is also the option to install a database on VM [48]. The pros of using a
database VM as opposed to using managed service are full flexibility meaning that a customer
can install any edition of the database and configure it in the way that customers want. Also,
customers have full control not only over the VM but also over the database itself. When it
comes to the cons of the database on VM are that customers have to take care of everything
such as the SLA, security, availability, backups, and updates to VM and the database. However,
a fully managed Azure Database for MySQL Server deployment is chosen for this application.

Microsoft Azure for MySQL Server
The database system for MySQL is fully managed Database-as-a-Service by Microsoft Azure
and provides database service based on the Community Edition of MySQL.

To use any of Azure services, one needs to have a Mircosoft account to log in and a
subscription. For Application PM, the free student account (but limited) provided by the
University of South-Eastern Norway cloud not be used because of its limitation in the
subscription. Instead, a private account and subscription were used. On the Azure platform,
there is more than one deployment option available for MySQL; Platform as a Service (PaaS)
and Infrastructure as a service (IaaS) options. PaaS is a provision of a software platform
(development & deployment) as a cloud computing over the internet [2]. As a deployment
service, PaaS has two deployment options; Azure Database for MySQL — Singel Server and
Azure Database for MySQL — Flexible Server. The Single Server deployment option provides
a fully managed database service which means it handles most of the database management
tasks, i.e., patching, backups, high availability, and security that is automatically handled by
database management service. This deployment option provides 99.99% availability on a single
availability zone [49]. Compared to the single Server, the Flexible Server option gives more
control over database management tasks and better cost optimization controls (i.e., start/stop
server) [50]. When it comes to the IaaS option for MySQL, there is only one option: using
MySQL on Azure VMs. Comparing the MySQL Deployment options notes that there are
significant differences between the PaaS and the laas option. For instance, in the PaaS
deployment options, many tasks are managed automatically maintained (i.e., backups, MySQL,
and OS patching), whereas, in the [aaS, all these are maintained by the user. Also, some scaling
features are not supported in the [aaS deployment. However, for this application, the
deployment option MySQL — Single Server as PaaS is selected cause of the simple database
design for the application, and it is cheaper.

MySQL

MySQL is an open-source Database Management System (DBMS) under the GPL license
Relational Database Management System (RDBMS). It supports the Structured Query
Language (ANI-SQL) and provides extensions to (ANSI-SQL). It also has various editions
such as MySQL Embedded (OEM/ISV), MySQL Classic Edition, and MySQL Community
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Edition). MySQL Community Edition is used for this application because it is a freely
downloadable version of MySQL and supports SQL and NoSQL databases [51]. For creating
and managing the database (scheme) for this application, MySQL Workbench is used. It is an
open-source client tool and includes the Community Edition of MySQL.

The Application PM database may vary from customer to customer in terms of the number of
machines and types of machines, but the structure should be the same. Each customer will have
one database, which can contain one to several machines. The machine contains many
cylinders, VFDs, and other sensors that are specific to the machine. The model of a customer
database is illustrated in Figure 4.5 by a block diagram giving an overview of the information
included in it.

Client Database Model

Packaging Machines#1..#N Other Sensors

Air Cylinders VFDs

Figure 4.5: An overview of a client database model

Database Scripts

For creating the cloud-based database, different database scripts have been used. This makes it
easy to install a new database or update the existing database where one just executes the script
or does some changes and then executes it. Another benefit is properly documenting the
database documents, making it easy for other developers to have the latest database script and
run it. Modeling features in MySQL are used for designing the database and creating tables.
The database with tables and an SQL script is generated from the designing and modeling. The
scripts are run in a specific order to work. The script for creating databases and tables is in the
first row, and then the Default Data Scripts should come in the second, and different other SQL
query scripts for analysis purposes as they can be found in Appendix C.

4.1.3 Security in Microsoft Azure Database

Security is one of the most important parts of every system. As a cloud-based services provider,
Azure offers a lot of security measures for its resources [52]. As a client, it is important to use
those measures and follow security patterns to avoid security incidents. Thus, this subchapter
presents the analysis and implementation of the security measures steps that are taken for the
application database server in Azure.

Under the security management category in Azure, many critical features are offered. The
following security features are analyzed and implemented in the application Azure Database
for MySQL.:
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e Once the MySQL Single Server database on Azure is created, the next step is to set
proper firewall rules for MySQL clients (MySQL Workbench and Application (Node-
RED UI)) that will have access to the database, as illustrated in Figure 4.12. This is
done by configuring the dynamic IPs for MySQL clients to set up the firewall rule in
Azure.

e Enabling Secure Sockets Layer (SSL) connections between the database server and
clients. This approach secures the connection and prevents "man in the middle" attacks
by encrypting the data stream between the database server and the client [53].

e Enforcing the Transport layer Security (TLS) version 1.2 encryption for connections
between the database server and clients.

e Disallow access to other Azure services to the application’s database server

] Microsoft Defender for Cloud | Overview X

U Workload protections B Firewall Manager

t protected by Azure Defender Protect vour network with Firewall manager

Figure 4.6: Overviuw page of Microsoft Defender for Cloud.

Another feature/service that Microsoft Azure provides is the Microsoft Defender for the cloud
[54]. It is a central location for monitoring and alerting security-related issues. It displays a
summarized list of problems found in the subscription resources, which in some cases allow a
single-click fix. So it is good to take a look at Microsoft Defender once in a while to see if any
security issues need attention. Figure 4.6 shows the overview page of Microsoft Defender for
Cloud for the application’s subscription account.

4.1.4 Disaster Recovery (DR) in Azure

DR is a plan to recover from a complete shutdown of a region due to a disaster such as an
earthquake, flood, or war.

In order to set up the DR for the data that are stored in Azure MySQL Server, one has to select
a DR site, meaning a secondary region that will function as our primary in case of disaster [55]
[56]. The selected secondary region needs to be configured to be ready for activation when
necessary. In the case of this application is set up and running in the North Europe region,
which will be the primary region. For the DR plan, West Europe can be selected, which will
have the same database architecture that was created for the North Europe site. This means that
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the primary region is actually used but not the secondary region. In case of a disaster occurs in
North Europe, West Europe will be the primary region.

4.1.5 Database Backup and Restore in Azure

Microsoft Azure platform offers backup and restores functionality for MySQL Server. The
backups of the data files and transactions are being taken automatically. Backup retention and
redundancy options are set in the Pricing tier dialog [56]. During the creation of the database
server for this application, the pricing tier dialog appears where one could also define the
retention policy for backups and the redundancy option. Figure 4.7 shows the snapshot of a
part of the Pricing tier dialogue page where for this application, the Basic Pricing tier is selected
where only the Locally Redundant is available and the Backup Retention Period is between 7
to 35 days, where for this application set be 20 days. If the General Purpose or Memory
Optimize were selected, the Gengeraficelly Redundant backup redundancy option (as
illustrated with text and blue arrow of the figure) would be available for the user to select. This
means that the availability of certain features depends on the Pricing tier a user selects. Since
this is only for demonstrating the application PM capability of storing data in the cloud
database, the basic Pricing tier is selected. When using this application to store data from a
customer’s packaging machine, the General Purpose or Memory Optimized should be selected.

A
Storage
-0
Storage Auto-growth

No ‘/

Backup Retention Period

Backup Redundancy Options - : /

Locally Redundant @

Geographically
Redudant

Figure 4.7: Snapshot of Backup Retention Period on the Pricing tier dialogue for basic option.

The Azure platform allows a client to perform a point-in-time restore of the entire server. This
means that one must create another server in the same region as the main server if Basic Pricing
tiers are selected. Figure 4.8 shows the snapshot of the Restore dialogue where a restore of the
stored data can be set from a given restore point (date and time ) with the name of the new
server, and the location for the new server will be the same as the main server as mentioned
earlier. Again, in selecting the General Purpose or Memory Optimized, the restore dialog would
have given the option to create the restore server in a different location (region) than the main
server. For this application, a restore server is not necessary; thus, it is not created.
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Snapshot of Restore dialogue in Microsoft Azure.
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4.1.6 Application Components

This subchapter presents the application components to summarize the analysis phase. Figure
4.9 shows the updated application PM components diagram presented in the prior analysis
report [2] and the diagram of the components for WizX Core in Figure 2.16. The components
are the same as it is defined in the WizX Core in Figure 2.16, but with an extension on the
Node-RED Container, TimescaleDB Container, and Grafana Container. Based on the further
analysis in this master’s thesis, the Node-RED reads air cylinder data in km while the VFDs
are hours (Hr) from the PLC, and the air pressure sensor simulator within In Data flow
generates random data. The (admin) wizxcore flow scans the updated data from the OPC UA
server and updates the local database (TimescaleDB). Also, Instead of Out Data flow, a new
flow is created called Azure DB. The function of this flow is to retrieve data from the In Data
flow and store them in the Microsoft Azure Database for MySQL Server. The cloud-based
database can be configured through the Node-RED UI that is created using the Node-RED
dashboard nodes in the Azure DB flow. The collected data in a cloud-based database will be
used as historical data for data analysis and developing ML models.
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Figure 4.9: updated Application Packaging Machine components diagram [2].

48



Analysis and Design
4.2 Design

In the subchapter, the design of the application PM is presented, including the application's
data flow and interaction diagrams for each use case using UML diagrams. The design of the
local and cloud-based database and dashboard is also presented.

4.2.1 Application PM Structure and Data Flow

Following the analysis phase, the application PM is an extension of the WizX Core Docker-
based components with Node-RED runs on the Raspberry Pi 4 and collects data from the PLC.
The Raspberry Pi and the Siemens S7 1500 PLC from the Test Celle are connected using the
Ethernet TCP/IP protocol. Since a physical pressure sensor is not available for this thesis, a
simulated pressure sensor is created within the Node-RED In Data flow which generates
random data. The data from the PLC and simulated pressure sensor are prepared and formatted
into an MQTT Sparkplug B object and collected into a single MQTT Sparkplug B device/node
definition using a sub-flow referred to as PMO01 (Packaging Machine 01) becomes one MQTT
Sparkplug B device/node containing two devices as illustrated in Figure 4.10. Metrics (tag
name, value, and data type) and timestamps are sent from this node to the MQTT Broker
(Mosquitto). The collected data are then subscribed by the OPC UA Server that is integrated
with the Sparkplug MQTT interface. From the (admin) wizxcore flow, the OPC UA Client
scans the OPC UA Server using the browse function for device metrics automatically or
manually once a new device has added or changed its data type or tag name. The wizxCore
Config updater node gets an array of inputs from the OPC UA browser and updates the
taghistory te table within TimescaleDB. The OPC UA Client 1 retrieves all metrics from the
database through the WizxCore subscriber node and subscribes to the OPC UA Server to
receive only historical metrics, which are defined to be displayed in the visualization tool
(Grafana). The OPC Client then inserts the data into taghistory data by using the WizxCore-
Inserter. Grafana, as the visualization tool, is, then queries the metrics and visualizes them in a
dashboard.
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Figure 4.10: Application Packaging Machine structure and data flow for Test Celle machine.
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At the same time, that data is read in the In data flow from PLC and the air pressure sensor;
those data are filtered and stored as global variables with tag names. The filtering process takes
place through the Filter node, which allows data to pass through only when it has changed. In
this way, only updated values are stored as global variables, which reduces data traffic
significantly when the data are stored in the cloud. The stored global variables are retrieved
and stored in the Azure Database for MySQL Server. Data in the cloud database can be
monitored using MySQL Workbench as a client and configured through the Node-RED UI. In
the same way, the local database can be monitored and configured through the pgAdmin 4
software as a client. There is also a possibility to monitor live data in the OPC UA Server using
UaExpert as the OPC UA Client.

4.2.2 Interaction Diagrams

The design phase is based on the knowledge from the use case diagram developed under the
analysis phase for designing the application to fulfill the requirements. By creating an
interaction diagram for each use case, that represents the dynamic behavior within the
application. The interaction diagram consists of the Sequence Diagram (SD) and Collaboration
diagram. The Sequence Diagram is a time-dependent dynamic system where it shows the
sequence of the messages in time, while the Collaboration Diagram shows the collaboration
with a focus on data. Since the application is time-dependent; hence the focus will be on a
Sequence Diagram (SD).

The goal of the design phase is to make a design model based on the objects that handle both
the system’s dynamic and static behavior. These objects have some responsibility to fulfill the
goal of each use case that is defined for this application. But since applications are programmed
on Node-RED consisting of nodes, there are no objects or classes. Still, an SD is created for
each use case that can be found with a brief description in Appendix D.

4.2.3 Local Database Design

TimescaleDB is used to store the time-series data locally on the SanDisk MicroSD 32GB card
on the Raspberry Pi 4 attached inside the WizX enclosure. The ER diagram for the database
model and the table descriptions are presented in Figure 2.12 under subchapter 2.3.1.
TimescaleDB as data source used where Grafana queries metrics associated with a timestamp
and visualized in dashboards. Data from the local databases are retained for one week before
new data overwrite.

4.2.4 Cloud-based Database Design

A cloud-based database is required to store information from the packaging machines,
including air cylinders, VFDs, and simulated air pressure sensors. Microsoft Azure Database
for MySQL Server is selected for storing data in the cloud-based database. The MySQL
Workbench database tool is used to create a script for tables, databases, and an ER diagram, as
illustrated in Figure 4.11. The database model consists of five tables containing information
about the users, packaging machines, air cylinders, VFDs, sensors, and log data (logdata) of
the packaging machine. The ER diagram shows the relationships between the tables where a
non-identifying relationship is used between air cylinders (cylinders), sensors, VFDs (vfds),
and packaging machines (packaging machine) tables. This means that one packaging machine
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can have one-to-many air cylinders, VFDs, and sensors. In the same way, a non-identifying
relationship is used between cylinders, sensors, VFDs tables, and measurement data table
(logdata), meaning that the log data table can contain one-to-many values from air cylinders,
VFDs, and sensors table. The user database (userdatabase) table stores the hashed password
and username created by Node-RED dashboard/Azure DB flow. The table is not connected to
any other tables as it is only used to restrict the Node-RED UI screen, which means that the
user registered in the table has different rights to the screen of the Node-RED UI for
configuration of the cloud-based database. The script for creating databases and tables is
included in Appendix C.
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Figure 4.11: Cloud-based Database Model ER Diagram

Cloud-based Database Configuration

As part of the master’s thesis task description can be found in Appendix A. The database model
for storing data in the cloud should be configured and flexible for adding new content and
updating or deleting the tables for packaging machines, air cylinders, VFDs, and sensors. The
configuration is done using the MySQL Workbench and via the Node-RED Ul, as illustrated
in Figure 4.12. The MySQL Workbench has a user admin who is allowed to configurations
listed in the green box in the figure. Through the Node-RED UI as a client with access to the
MySQL Server database, authenticate users are able to configure the database tables in the
cloud. An admin user is created and allowed to all the configurations listen in the green box
illustrated in the figure. In addition, there is an operator user that is created by the admin user
and authorized to do configuration on the database but not create, update or delete other users.
The user's authentications include a username and encrypted password that is stored in the
database.
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Figure 4.12: System sketch for stoing data and manging in the Microsoft Azure Database For MySQL Server.
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4.2.5 Data Visualization

Following the analysis phase, Grafana is used as a visualization tool to create and design
dashboards that provide real-time data and alerts collected from air cylinders, VFDs, and
pressure sensors operating on packaging machines. With reference to the proposed dashboard
structure shown in Figure 4.3 conducted in the further analysis phase, three dashboards are
created using Grafana;, Home, Packaging Machine 01, and Packaging Machine 02
dashboards. The screenshots of the dashboards are presented in this subchapter, along with
brief descriptions included in the report and Appendix E.

Home dashboard

The Home dashboard's aim is present the common alert information from the Packaging
Machine 01 and Packaging Machine 02 dashboards. A screenshot with further description can
be found in Appendix E.

Packaging Machine 01dashbord

The Packaging Machine 01 dashboard displays real-time data from the Test Celle machine and
a simulated air pressure sensor. The Test Celle is a prototype for a packaging machine for
program logic testing that is necessary during the construction of packaging machines at the
Moss manufacturing facility. It consists of a robot arm, two pneumatic air cylinders, VFDs,
PLC SIMATIC S7-1500, and Human Machine Interface (HMI). A screenshot of the dashboard,
along with a description and photo of the Test Celle, can be found in Appendix E.

Packaging Machine 02 dashboard

The Packaging Machine 02 dashboard was also created to visualize the simulation data from
two air cylinders (A506, A508), two VFDs (A3 and A4), and a compressed air pressure sensor
(P02), as shown in Figure 4.13.

The dashboard is designed in the same manner as Packaging Machine 01, in which graphs,
stat, and gauges are used to display data in real-time. The top left of the dashboard is the
Grafana menu, from which the dashboard and alerts can be configured. The dashboard name
with the description of the packaging machine is called the Simulation Packaging Machine in
presented using a text panel. The link to the Home and Packaging Machine 01 is listed in a list
panel at the top of the dashboard. On the top right of the dashboard, there is a dropdown box
that allows the user to pick the time range for which the dashboard displays data. Currently,
the time range of the real-time data is cased set to last 30 minutes. The auto screen refresh drop-
down time can be selected next to it. In the top right corner of the dashboard, the time and date
are displayed on a green background. The rest of the dashboards are derived from three-row
panels, one for air cylinders, one for VFDs, and one for other sensors.

These rows can be collapsed to make the dashboards more compact. It is a useful feature during
the analysis of one specific row when there are hundreds of panels for cylinders and VFDs
grouped together since a user can collapse the other rows and keep the one open for analysis.
The cylinder row consists of two time-series graph panels, two stat panels, and one graph panel
that displays real-time data from both cylinders.
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Time series panels display the name of the cylinder (tag name) and the description of the panel.
Similarly, VFD and pressure sensors panels display the same information.
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Figure 4.13: Screenshot of Packaging Machine 02 dashboard with yellow-colored annotations pointing to
various parts of the dashboard.

Panels for cylinders show a graphical representation of the cylinder's current operation life
service in percentage. The stats panel displays numerical values, whereas the time-series panel
shows trend data based upon the real-time values. The x-axis is for a time in (hh. mm) and the
y-axis in percentage (%). The color of the background on the stat panels and trend lines on the
time-series panel corresponds with the alert state of the device. Once the alert state is 'Ok, the
color of the stat panel and the trend line on the time-series panel is green. When the devise
value enters the 'Pending' alert state, the background and line color will also change to orange,
while when the device is in the 'Alerting' state, the color will turn red.

In addition, as indicated by the yellow text and arrows, the heart symbols and dashed lines
show a change in alert state as indicated by their changing colors. In the same manner, the time-
series panel for the pressure sensor is configured. When it comes to the gauge panel, alert states
are presented with both numeric and color-coding. From 0 to 90 %, the color green appears,
followed by orange from 90 to 95 %, and red between 96 to 100 %, where green indicates the
alert state of 'OK,’ orange indicates the alert state of 'Pending,' and red indicates the alert state
of 'Alerting." Appendix E provides additional detail regarding the configuration of alerts and
notifications within dashboards.
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4.2.6 Security in the application

The security in the application encompasses the network, application, user, and database
modules. In that regard, to secure the application, all those areas must be secured at

Securing log in and remote access to the application

Following the prior analysis for securing the PM Application login carried out in the
preliminary project [2], different steps were analyzed and suggested to be implemented for
better security of the application. UFW Firewall has been installed and configured on the
Raspberry Pi 4 (WizX-hardware). Furthermore, the Google Authenticator is integrated to
implement Two-factor authentication for SSH access and Docker Hub login. The port number
for remote access is changed to ensure that access to the app is more secure.

Local database (PostgreSQL Security)
Database administration, authentication, and authorization

The local database is used to monitor real-time data using pgAdmin 4, as described in the
analysis phase. Thus, having administrative access to the database would ensure the security
of the information within it. This is accomplished by implementing a database design with
structured security levels for different user accesses through pgAdmin 4 and Grafana query
editor. The administrator, who has full access to the database, has the ability to grant or revoke
access privileges for users. PostgreSQL resolves this issue by providing multiple levels of
access. In PostgreSQL, six levels of security access are defined, as illustrated in Table 4-1
[57]. The Instance level is the highest privilege security level. A second level is the database
level, which entails everything related to the database, but cannot manage users or roles. The
third level is the Schema level with control controls; everything comes beneath it, tables,
columns, and rows. In the table-level security, access privileges can be assigned to the user
based on the individual tables with a selected statement such as selecting, inserting, updating,
deleting truncate and trigger. In the column and row level of security, a user can access
privileges to individual columns and rows.

Table 4-1: PostgreSQL Secuirty Levels

Security Levels Description

Instance Level Users, roles, databases creation, login, and
replication

Database Level Connecting, creating schemas, and more

Schema Level Using schema and creating objects inside a
schema

Table Level Selecting, inserting, updating, and more

Colum Level Allowing or restricting access to columns

Row Level Restricting access to tows

The security in PostgreSQL is set by roles which means that privileges and granted to users.
For the application PM, in addition to the admin user, which has the Instance Level of security,
an operator user is crated with a Table Security level with only the SELECT statement granted.
The operator user is specified and configured in the PostgreSQL data source configuration in
Grafana.
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Database user permissions for the data source in Grafana

The local database on the application is used as a data source for Grafana to query data and
display it in dashboards. In Grafana, the data source configuration is done with a specified
database user called operator with restricted permissions, i.e., SELECT permission is only
granted to queries from taghsitoty te and taghistoty data tables, and DROP TABLE and
DELETE FROM statements are not permitted. This is to enhance the database security and
better control in the Grafana query editor.

Secure user logins and restrict access to Node-RED's Ul

As a result of the further analysis phase and the SD for Maintaining Configuration via Node-
RED found in Appendix D, a user with access via the Node-RED UI can access the
application's cloud database and perform configuration. In order to authenticate users for
logging into the application database, a database user table is created within the packaging
machine databases, as shown in Figure 4.11. It contains a user id, username, and hashed
password column. The passwords are designed to be encrypted using the berypt node[58]. The
node uses the Berypt hash function, which employs a one-way hash of the password and is
based on the Blowfish cipher algorithm. Berypt generates and stores a random salt with the
encrypted password. Therefore, it is evident that different encoded results can be obtained from
the same string.

In order to restrict access to the Node-RED interface, a UI control is designed and implemented
as part of the NODE-RED dashboard program flow to control the authorization of users. When
a user is logged in as an administrator, the Database Settings and User Settings tabs should
appear on the user interface. In contrast, the UI will only display the Database Settings if the
user is an operator.

User authorization and dashboard administration in Grafana

In order to improve the security, control, and administration of Grafana dashboards, it is
possible to create multiple organizations and teams, each with multiple users with varying
access levels. In the context of this application, an organization with one team with multiple
users and a set of roles can be created for Goodtech employees. In addition, another
organization for packaging machine customers can be established in which users have limited
access rights to Grafana dashboards. Users in the Grafana organization role are granted access
to the following types of roles [59]:

- Admin: For managing data sources, teams, and users.
- Editor: For creating and editing dashboards.
- Viewer: For viewing dashboards.

Grafana users for the application should consist of one organization, one team, and three users;
an admin, an operator, and a guest, based on the above roles. The admin user has the admin
organization role, the operator user has the editor role, and the guest user should have the
viewer role. A user can be assigned to a team with a viewer role for the same dashboards for
the customer organization, as shown in Figure 4.14.

Appendix E contains screenshots taken during the authorization and administration roles
configuration for users within the Grafana application dashboards.
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Grafana Administration and Authorization
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Figure 4.14: Overview of Grafana administration & authorization for the Application
PM.
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5 Results and Testing

This chapter presents the results of the application PM based on the performed analysis and
design. It also presents the testing of the application PM based on the test case document
performed on the Test Celle in Moss manufacturing hall.

5.1 Results

This subchapter presents the result of the design of the Application PM, where the data flow
throughout the application generated by the Simulation Packaging Machine (PMO02) is
monitored and stored in the cloud-based database.

5.1.1 Simulation Packaging Machine Node-RED flow

Figure 5.1 illustrates the Node-RED flow for the simulated data of a packaging machine with
air cylinders (A504 and A508), two VFDs (A4 and AS), and one air pressure sensor (P02)
every 10 seconds. The flow simulates float data type values using the inject node that simulates
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Figure 5.1: Simulation Packaging Machine (PM02) Node-RED flow.

the stroke distance of the air cylinders in km. For VFDs, it generates integer values indicating
the running hours in hours (Hr). An inject node generates random float values between 70.5
and 80.1 % that simulate the central compressed air pressure level of the packaging machines.
A3 generates data (running hours) up to 30000 Hr, meaning after when it gets to 28000 Hr, the
graph (time-series) panel will raise an alert. For the A4, it raises an alert at 38000 Hr. When it
comes to A506 and A508, the service life set is 10 km distance of stroke before the air cylinders
need to be replaced. Thus, an alert will be at a 9.8 km distance of strokes. The alerts for the
pressure sensor are configured to have alert conditions where an alert will arise if the pressure
is below 70 or if pressure exceeds 85. The generated data are then connected to the PM02 sub-
flow where the data are formatted and published to the MQTT Broker sparkplug B Node.
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To verify the application result with the simulation packaging machine, the distance of stroke
for the A506 cylinder set is 8.9 km, as illustrated in Figure 5.2. The testing porpuses the
sampling time set to be 10 seconds.
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Figure 5.2: A screen shot of the inject node configuration for A506 with an 8.9 km
stroke distance and intervals of 10 seconds (sampling time).

5.1.2 Monitoring data flow

The OPC UA server then subscribes to the collected data within the MQTT Broker. From the
OPC UA Server, data are then stored within TimescaleDB using the OPC UA Client; for more
details on how data are transmitted and stored, see Figure 4.10 or the Sequence Diagram that
can be found in Appendix D, as well as the Node-RED, flows in that can be seen in Appendix
F. The generated data are then monitored from the OPC UA server using UaExpert. They are
also monitored within the TimescaleDB using pgAdmin 4. As an example, the generated data
from A506 and A508 are monitored from the UaExpert and pgAdmin 4 by querying the float
value column with timestamps and tagid from taghistory data, as shown in Figure 5.3.
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v {3 Project B Server Nodeld Display Name Value Datatype  SourceTimestamp  Server Timestamp Statuscode
v M Servers 1 Amywiz NS2|Numericl2... A8 85 .10
2 Amywiz NS2INumeric[3.. ASDG 23 Float 15.00.10 150010
v [ Documents
[ Data Access View
W podmind - o X
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Figure 5.3: UaExpert and pgAdmin 4 screenshot monitoring data from A506 and A508. A506

shows value 8.9 and A508 shows value 8.5 at timestamp 15.00.10.



Results and Testing
5.1.3 Presenting data in the dashboard

The stored data from the local database are queried and presented in graph and stat panels, see
Figure 5.4. The cylinder distance of strokes values is scaled to show in percentage. As it can
be seen in the figure, the value for A506 is shown in the stat panel that 89 % of operated its
service life. At the same, it can be observed from the graph panel as well as the last value of
the cylinder at the bottom right of the graph.

83 General / Packging Machine 02 # o8

Dashboards Time And Date

Packaging Machine 02 e t
11-05-2022

Simulation Packaging 15:00:26
Machine

~ AIR CYLINDERS

A506 Air Cylinder Tren Air Cylinders Life Service Trend

A508 Air Cylinde

85%

Figure 5.4: Seceenshot of the Simulation Packging Machine dashboard shows the gnerated data for A506 and
AS508. 89% for A506 and 85% for A508 at timestamp 15:00:26.

5.1.4 Storing data in Azure Database for MySQL Server

At the same time, the generated data is stored as global variables through a filter where only
the new value will be stored. The stored data within the global variables are retrieved by Azure
DB flow and stored within the Azure Database for MySQL Server. The result of querying the
collected data for A506 and AS08 with the timestamp from logdata table using the MySQL
Workbench can be seen in Figure 5.5.

MH FFAaD D - le Q@
1e SELECT logDataID, cylinder_Id, cylinderValue, timestamp

2 FROM packagingmachineapp.logdata;

<

| Result Grid | £ 43 Fiter Rowes: |est: g B B | exporiimport: B {5 | wrep coil conternt: TR

logDatalD  cylinder Id  cylindervalue  timestamp

830 3 8.8 11,5,2022, 14:58:42
591 4 8.4 11,5.2022, 14:58:42
[Tem2 3 8.9 11,5.2022, 15:00:16
503 4 8.5 11,5.2022, 15:00:16
.

Figure 5.5: Quering stored data for A506 and A508 from the logdata table within the application cloud-based
database in Azure.
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5.2 Testing

The application was partially tested during its development. However, more systematic testing
of the application was performed according to the test case document, which can be found in
Appendix G. The test case document includes testing and verification of the functionality of
the application and whether it meets the application requirements.

5.2.1 Hardware connection setup under testing the Application PM

During the time of testing the Application PM, a complete packaging machine was not
available in the manufacturer's hall in Moss. Instead, the application was tested on the Test
Celle machine. A brief description and the actual foto of the Test Celle can be found in
Appendix E. Figure 5.6 shows the connection setup between WizX hardware, PLC, and a PC
with the application run on it used during the application’s testing. Industry Ethernet TCP/IP
is used for connecting the WizX hardware to the PLC network switch. A personal computer
(PC) was connected to the same network using Google Chrome web browser as clients for
Node-RED flow editor, Node-RED UI, and Grafana. The testing was carried out by a Goodtech
employee who works at Moss's manufacturing hall.

Industrial Ethernet TCP/IP

D d:
(Grafana)
IP + Port: 3000
Node-RED

Ethernet IP + Port: 1880
Switch | e = e

Ethernet TCP/IP |
‘L/ |
)

] WizX \

SIMATIC S7-1500

IP:XXX.XXX.XXX IP:XXX.XXX.XXX

Figure 5.6: Connection setup between WizX hardware, PLC, and PC during the testing of the
Application PM.
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5.2.2 Collecting and storing data from the Test Celle

Collecting data from the Test Celle machine were tested using the dashboard in Grafana. Figure
5.7 illustrates the screenshot of the Test Celle dashboard, where data from the air cylinders and
VFDs, and air compressed sensor simulator are visualized.

Packaging Machine 01

| o Test Celle

Figure 5.7: Screenshot of the Test Celle dashbord. Stat, graph panels for cylinder (A502 and A504) and VFDs
(A1l and A2). A gauge panel and graph panel used for compressed air pressure sensor.

The collected data from the Test Cell was stored in the Azure Database for MySQL server
every second and was confirmed during testing. This can be seen in Figure 5.8 of the screenshot
of the log data queried using MySQL Workbench.

SQL File 5 sensors packaging_machine userdatabase logdata x
=R ¥ 8. @ [B)] umtto1000m0ws ~ | ¥ | ¢ Q [ =

10 SELECT *

2 FROH packagingmachineapp.logdata

order by timestamp DESC;

<

Result Grid | T 43 Fiter Rovss: Edt: @4 B Eb | Export/import: B {8y | Wrap Cel Content:
logDatalD  cylinder_Id cylindervalue vfd_Id vfdvalue sensor_Id sensorValue timestamp

» 1637 2 3.686 2 6 2 12.5769 22.4.2022, 13:31:37
636 1 0.11064 1 4 1 21.9955 22.4.2022, 13:31:36
635 2 3.626 2 6 2 18.1883 22.4.2022, 13:30:37
634 1 0.10884 1 3 1 58.0566 22.4.2022, 13:30:36
633 2 3.566 2 6 2 15,3845 22.4.2022, 13:29:37
632 1 0.10704 1 2 1 23.2871 22.4.2022, 13:29:36
631 2 3.506 2 6 & 14,2806 22.4.2022, 13:28:37
630 1 0.10524 1 1 1 54.8078 22.4.2022, 13:28:36
629 2 3.446 2 6 2 14.8216 22.4.2022, 13:27:37

Figure 5.8: Query logdata table for Tect Celle machine. It shows the
collected data from the cylinders, VFDs and compresserd air pressure
sensor within timestam between 13:27:37 to 13:31:37.
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In order to verify alerts on the application, the threshold value for air cylinder data (A504) on
the Test Celle machine was changed to 20, so an alert is generated, as shown in Figure 5.9.
This figure illustrates that an alert has been violated, as indicated by the graph panel's 'broken
heart' symbol.
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EA Alerts from Crafana

ion amer ar timecut

Packging Machine U1 / Edit Panel

(_
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Figure 5.9: Screenshot of the Alert tab of the graph panel for A504. An alert rule is set to be
evaluated every 20 seconds for 20 seconds within the condition that the value of the cylinder is
above 20 for 10 seconds.
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The generated alert from the A504 was also verified and confirmed on the Home dashboard,
where all alert information is collected. An illustration of the result is shown in Figure 5.10.
The A504 is shown in pending status, and after 20 seconds, the alert state changes to
'Alerting.' It is also possible to view the 'Alerting' state in the Alerting table.

In Appendix H, further testing and results are presented for the application dashboards.

Time And Date

ALERTING

) Testl Aert
g Test2alet

LAST CHANGE

"
g
g
2
=}
£
8
8

Application Packaging Machine
Cylinder02/Packaging Machine 01

/VFD/Packaging Machine 01

Figure 5.10: Screenshot of Home Dashboard showing both 'Pending' and 'Alerting' states in Last Change Table.
The 'Alerting' state is also shown in the Alerting table.
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5.2.3 Email Alert notification

The implementation of the process of collecting real-time data from a PLC and a simulation
packaging machine and monitoring the real-time data from dashboards in conjunction with
alerts and notifications by email whenever air cylinders, VFDs, or air pressure sensors violated
the alert conditions were as anticipated. But in the event of an 'Alerting' state, the notification
email identified by the email server (Gmail) that was configured as a notification email account
was collected by the trash (Seppelpost), as shown in Figure 5.11.

= M Gmail Q[ 5 x @ o0&z @

€ Seutforgedt  Meswpebost @ © € B B N B

[Alerting] VFD2/Packaging Machine O1 ssssét L)

'Den ligner pé e-poster som tidligere har bitt identifisert som seppelpost. -]

[Alerting] VFD2/Packaging Machine 01

cemoByOw > ®BVO*O +

Metric name
Aseries.

Figure 5.11: A screenshot of the Gmail account receiving an email notification of an alerting state on a VFD
found in the trash.

5.2.4 Configuration of Azure Database for MySQL Server using Node-RED Ul

The Node-RED UI as a client for connecting to Azure Database for MySQL Server was used
during the testing for the configuration of the application database server. Through the Chrome
web browser, the Node-RED UI was accessed using the URL with the IP address of the
Raspberry Pi/1880/UI. Figure 5.12 illustrates the registration page of the first page, where the
stored user name and password must be typed in for login to the database configuration page

Configuration of Azure Database for MySQL

2a Registration Login

Azure MySQL DB [ ]

Current logged in user ~ Please Login

Login

Username

Password

LOGIN CANCEL

Status

LOGOUT

Figure 5.12: Node-RED UI log in page.
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window. The green confirms that the database server for the application is connected and
running.

In the course of testing, a new simulated packaging machine (PMO03) with a VFD (AS5) was
added, as shown in the screenshot from Node-RED flow and Grafana in Appendix H. The
database tables for the packaging machine and the VFD were also updated, as indicated in
Figure 5.13. The updating of the tables was checked and confirmed using MySQL Workbench
as a client, and the screenshot can also be found in Appendix H.

L Add new Packaging Machine Update/Delete Packaging Machine Packaging Machine Table
5o ttings
- D v 3 A D Tag Description
2§ Use ng Ta 1 PMO1 Test Celle
Tag BMo3
2 PMO02 Wraparound Compact

Description Description
’ = 2 Test
StiMty CaNcEL UPDATE DELETE

Add new VFD Update/Delete VFD VFD Table
- D v 4 A ID | Tag m Description Packaging Machine Id
) g 1A Name o location of the VFD 1
Tag 5
2 A2 Hr Name or location of the VFD )
unit
Unit Hr 3 A3 Hr Servo motor 1 2
Description oegcrpon 4 Hr Test g
Packaging Machine Id * Packaging Machine Id

3
S e UPDATE DELETE

Figure 5.13: Adding PMO03 and A5 on the packaging amchine and VFD table within Azure Database for
MySQL Server.
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6 Discussion

This chapter presents a discussion of the methods used for application and further
recommendations regarding being implemented to enhance the security of stored data and the
application.

6.1 Securing client access with Azure Database for MySQL
Server

Creating a firewall rule on the Azure Database for MySQL server is how to control who can
be allowed network access to the application’s database server. This is done by configuring
and storing the IP address of the client on the connection security setting on the database server.
The client's static [P address should be used instead of the dynamic IP address. The reason for
using the static [P for the clients instead of dynamic IP is that the dynamic IP address changes,
and one needs to update the firewall rule. This will put the database server at risk by allowing
the network access to an IP that is no longer in use, which can be used by somebody else. Thus,
it is recommended to configure only a static IP address for the clients that connect to the
database server on Azure.

For security best practice, it is recommended to use the Virtual Network (VN) and create
Private Endpoints connections for Azure Database for MySQL instead of allowing access to
the server from the public internet. Setting up the VN requires more configuration and more
knowledge of networking. Creating Private Endpoints connections allows connections from
within a VN to private IP.

6.2 Configuration of alerts and email notification

The configuration of alerts in graph panels was initially intended to include two alerts per air
cylinder. The first one should alert the operator when the distance between the cylinder strokes
is close to the threshold. The second one should alert when the value crosses the threshold.
After a test of this configuration for 25 cylinders and 25 VFDs, it was noted that the process of
alerts became much slower, especially when the evaluation time was measured in seconds.
Because every alert rule is stored in the Rule Engine, when the Rule Engine is required to
evaluate every real-time data value in seconds, the system becomes slow, and there may be
execution errors. Therefore, in the further analysis phase, the requirement to have two alerts
was changed to one alert configured for each cylinder, VFD, and other sensors. For the
purposes of testing, the evaluation time was set to 20 seconds to receive a quick response.
However, the evaluation should be every hour for a real packaging machine because evaluating
in seconds is not necessary.

The application sends an email notification when the alerting state appears on the cylinder,
VFD, and air pressure sensor. A Gmail account and a free SMTP server were used during the
configuration. During the testing of the application, the notification email for alerting was
flagged as spam. This occurs because the free SMTP does not have a specifically identifiable
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domain name that the Gmail server can recognize and identify as spam. This can be avoided
by using a properly configured SMTP server with a recognized domain and port number.

6.3 Pre-processing the historical dataset for ML Models

It is assumed that enough historical dataset is collected in the cloud-based database. Thus, it is
recommended that the historical datasets be divided into normal and abnormal datasets. Then,
develop one ML model from each dataset to determine which has the highest probability
compared with the live data. This will result in smaller datasets for each model. However, the
process becomes faster during this process, and the operator is able to determine the cylinder's
condition more quickly and clearly.

An additional solution under pre-processing the dataset is to assist or boost the splitting process
of the dataset into normal datasets and abnormal datasets where the operator will create a table
in the cloud-based database with notes that describe the time and date and which air cylinder
failed.

6.4 Data storage in local and cloud-based databases

The local database within the application is used as a data source for Grafana to query metrics.
The data will only be stored for a week, and after that, it will be overwritten with new data.
This is because the storage capacity of the application hardware is based on a Raspberry Pi,
which has a limited capacity of 32 GB. One could argue that the alert functionality of the
application could have been implemented as part of designing the local database, but again, in
this case, it will put more pressure on the hardware and can cause the application to crash.

For the development of ML models, it is necessary to store data in the cloud. As a result,
Goodtech will be able to offer their customers an additional service in which they can optimize
the performance of air cylinders within their packaging machines. However, this will also take
man-hours, machine learning skills, and a monthly feed for data storage in the cloud that
Goodtech has taken into consideration. The bigger challenge is to persuade the customer that
production data from the packaging machines will be stored in the cloud. It is therefore
important to understand all the security measures Microsoft Azure provides and the security
features incorporated in an application when presenting it to a customer.
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7 Conclusion

This chapter presents the conclusion and future work improvement.

7.1 Conclusion

During this master's thesis, the continuation of the development of predictive maintenance
applications has been demonstrated for packaging machines manufactured by Goodtech As in
the Moss Department. The application PM's key aim is to monitor the air cylinder stroke
distance, the VFD running hours, and other sensors. This monitoring consists of reading the
distance of cylinder stroke from the PLC using the WizX Core and utilizing the supplier's life
service data to inform the operator when the distance of the cylinders is close to its operating
life expectancy. By reading the running hours of the VFDs on the machines, regular
maintenance can be performed on the motors. In addition to monitoring data from other
sensors, such as air pressure, measuring the compressed air level in the cylinder would also
provide the operator with information concerning the status of the packaging machine.

The prior analysis and a PoC of the Application PM were carried out as a preliminary project
in the fall of 2021. An additional analysis was conducted, including storing data in Microsoft
Azure for the MySQL server and analyzing the security of the Azure platform. Following the
analysis, the application's design was structured by creating SD for each use case describing
the system application's dynamic behavior based on time.

For collecting data from the PLC and other air pressure sensors, during the design phase of the
application, the extension of WizX Core software, including Node-RED, was used for
collecting data from the PLC and air pressure sensor. Grafana was used in order to display and
visualize the collected data numerically and graphically in a dashboard. Node-RED was also
used to store the collected data in the Microsoft Azure Database for MySQL Server.

The Application PM was tested on the Test Celle located in the manufacturing hall in Moss.
The result of the testing of the Application PM was as expected and fulfilled the requirements.

In addition, a study of ML in general and a suggestion for how ML could be applied in
predictive maintenance (PdM) application for packaging machines are included.

7.2 Future work

In order for Goodtech AS Moss department employees to utilize this application, in addition to
this report, a user manual should also be created for how to use the application.

The Application PM was developed based on the Test Celle, since a complete packaging
machine was not available at the time of development. The Test Celle contains only two
pneumatic air cylinders and two VFDs. Therefore, in the next version of the application, the
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number of cylinders and the number of VFDs should be determined based on a complete
packaging machine.

To ensure that the alert email notification works properly, an SMTP server with a recognized
domain and port must be implemented. It is recommended to use the Goodtech Outlook SMTP
server.

A new Mircosoft account and a subscription for the Application PM must be created to create
the MySQL Server databases on the Azure cloud. The database servers within the Azure cloud
should be separated, where each customer should have its database named after the customer
name.
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